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1 Introduction

1.1 About this document

This document is the installation and administration guide for Mi-Token Enterprise Edition, one
of three primary versions of the Mi-Token two-factor authentication solution developed by Mi-
Token, Inc. This guide is for installation and administration of Mi-Token on Windows Server
2012 and Server 2008.

This guide contains an overview of Mi-Token and describes, in depth, how it should be
installed, configured, and managed.

If you require information about Mi-Token Enterprise Edition that you cannot locate in this
manual please contact support@mi-token.com.

1.2 Related products

This document is relevant to Mi-Token Enterprise Edition (out-of-the-box). Other related
products are

e API
e Cloud Services edition
e customized Banking edition

1.3 Audience

Most of this manual is directed toward systems administration personnel who are responsible
for the installation, configuration and day-to-day administration of Mi-Token Enterprise
Edition. Under most circumstances, Mi-Token administration responsibilities are managed by
Windows system administrators. The management interface for Mi-Token Enterprise Edition is
based on Microsoft's MMC management tools.

One chapter of this manual, Mini-manual for end-users, is directed at end-users.

Additional documentation is available from www.mi-token.com.

1.4 Document conventions

The following conventions are used throughout this manual:
Text written in this style represents commands, keywords or Ul elements.
In addition:

/@  Thisis the heading for a procedure

©

Highlights important features or instructions

Fiy Indicates care should be taken at this point in the procedure. Possible data loss could occur.
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1.5 Other documentation
Related information can be found in
Mi-Token Desktop Login Experience Installation Guide
Mi-Token APl GET/POST Documentation
Mi-Token Enterprise Edition Add-ins
1.6 Terminology
Mi-Token Enterprise Edition leverages a number of open source and proprietary standards
together with extended features that ship with Microsoft Windows Server operating systems.
To assist comprehension of the various terms and acronyms the following provides a brief
description of the technology employed as part of Mi-Token Enterprise Edition.
Terminology Description
Two-factor A mechanism whereby users must present two separate types of
authentication credentials to gain access to a system. Typically, one of these credentials
is a password/PIN that the user knows. The second type of credential is
usually generated by a hardware device that the user has in his/her
possession, and can also be generated by software, e.g. smart phone
applications. With Mi-Token, the second type of credential is a One-Time
Password (OTP). Mi-Token allows enterprises to secure remote access by
securing VPNs, SSL VPNs, and so forth, with RADIUS and also offer API
functionality to secure corporate websites.
Active Directory A database containing information about users, computers and other
objects in a Windows domain. The Mi-Token solution for Windows uses
Active Directory to look up users, their passwords, their email addresses,
and cell phone numbers as required.
Active Directory This is a standalone version of the same database engine that powers
Lightweight the Active Directory. It has essentially the same feature set, but is
Directory Service — separate from the core Active Directory database, thus ensuring that
AD LDS changes to the LDS schema as required by Mi-Token are not propagated
to the underlying Active Directory database.
Mi-Token uses AD LDS as a database to store details about tokens and to
link them to users. AD LDS enables straightforward and efficient
integration with a Windows domain without having to extend the
domain’s Active Directory schema.
For further explanation, see Active Directory modifications.
Active Directory Ul  Active Directory User Interface. This is a user-facing part of Active
or AD Ul Directory, built within the MMC framework.
De-Militarized Zone This is a physical or logical sub-network that allows the organization to
— DMZ separate its corporate network from an external network (i.e. Internet),
thus adding an extra layer of network security. It only exposes the
organization’s required external services, thus isolating the internal
network from the external networks.
Hardware or hard A physical device (for example, a USB device or a device with an LCD
token display) that the user must have in their physical possession to gain
access to a system.
12 Mi-Token Enterprise Edition Installation and Administration Guide v1 © 2014 [@)-token
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Terminology Description

Mi-Token server This term denotes a Network Policy Server (NPS) with the Mi-Token
plugin, connected to an AD LDS server, and communicating via LDAP.

Microsoft MMC is a framework for a set of tools provided by Microsoft and other

Management manufacturers. Mi-Token integrates directly with it.

Console — MMC Mi-Token almost exclusively uses standard Windows interface
paradigms, resulting in an intuitive administrative user interface.

Network Policy NPS is Microsoft’s RADIUS server implementation. It is included with

Server — NPS Windows 2008 and 2012. Mi-Token provides a plugin for NPS 2008 and

2012 which checks two-factor authentication credentials.

Initiative for Open A consortium that has defined standards for hardware-based One-Time
Authentication — Password tokens (amongst other standards). These are:

OATH e Event-based tokens. OTPs are seeded from a secret key and an

incrementing counter.

e Time-based tokens. OTPs are seeded from a secret key and the
current time. Time-based OTPs have a potential security
advantage over event-based designs as stolen codes (e.g.
generated by touching a token on someone’s desk) will expire
within minutes. Note, however, that there is also a disadvantage —
compensating for time drift can be more difficult than
compensating for unused tokens from an event-based token. Mi-
Token supports both of these types of tokens from any OATH-
compliant vendor.

One-Time Password These are generated by hardware and software tokens of all kinds.
- OTP These codes have several characteristics:

e Unpredictability. Only the generator/verifier can calculate the
next OTP, so it cannot be guessed by anyone else.

o Single-use. The verifier keeps track of the last-used OTP, implicitly
or directly. This OTP cannot be used again. This prevents attackers
from replaying OTPs.

Remote A protocol that enables users to be authenticated by having their
Authentication Dial credentials forwarded and checked by a centralized authentication

In User Service — server. RADIUS is a very widely implemented protocol, and enables the
RADIUS Mi-Token server (running Microsoft’s NPS) to provide two-factor

authentication for many uses. The Pluggable Authentication Module
(PAM) system popular in Linux/Unix also has RADIUS support, and
RADIUS is widely used on multiple platforms and platform combinations.

RADIUS is used by many security hardware vendors, such as suppliers of
SSL VPN appliances and the like.

Software Token Also known as a soft-token. This is another type of token which is
generated by software. This software is not exclusively specific to a
single hardware. This includes a number of platforms such as smart
phones, as well as standard desktop PC applications to generate OTPs.

Mi-Token supports soft-tokens for a wide range of smart phones as well
as older phones.

Short Message A widely-used method for delivering messages to mobile phones. Mi-

Service — SMS Token provides a service whereby users can dial a specific phone
number to request an OTP. This OTP is delivered via an SMS message to
the user’s handset.

© 2014 [@)-token Mi-Token Enterprise Edition Installation and Administration Guide v1 13
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1.7

Terminology Description

YubiKey A novel hardware authentication system developed by Yubico. It
generates 40+ character OTPs from a very small battery-less USB device.
By pretending to be a USB keyboard, the YubiKey types in the OTP so the
user doesn’t have to.

Mi-Token supports an easy-to-use user self-assignment for YubiKeys.
This reduces deployment costs by letting administrators simply hand out
tokens to users without having to manually assign them. The Mi-Token
server then assigns the YubiKey to the first user who successfully logs in
with it.

Crystal Tokens An LCD hard token that displays OTP on a crystal screen. It runs on a
long-lasting battery and turns off automatically when it is not in use for
generating an OTP.

Secure Sockets Layer In contrast to regular VPN, SSL VPN does not require any special

Virtual Private software installation on a client computer and can use a standard Web

Network —SSL VPN  browser. When SSL VPN is used communication between the web
browser and VPN device is encrypted using Secure Socket Layer

protocol.
Active Directory Software component that enables Single Sign-On (SSO) access to
Federation Services external services and web apps like Google Apps, Salesforce.com,
—ADFS Outlook Web App and others using your Active Directory credentials.

Mi-Token can be integrated with AD FS to enable two-factor
authentication on AD FS supported services and web apps.

Security Assertion An XML-based open standard data format for exchanging authentication
Markup Language — data between parties like identity and service providers.
SAML

Overview

Mi-Token Enterprise Edition is a token-agnostic One-Time Password (OTP) two-factor
authentication solution. It combines the reliability of a hardware based token with the mobility
and flexibility of Soft-Tokens implemented on smart phones or desktops, together with the
option of Short Message Service (SMS) as a backup authentication path. Thus, it gives an
organization a reliable, flexible and highly secure solution to their two-factor authentication
requirements.

Overall operation of Mi-Token is depicted in Figure 1 and a Typical usage scenario is presented.

Mi-Token utilizes open industry standards such as time-based OTPs and Open Authentication
(OATH) Standards, with best-practice security approaches to deliver a secure two-factor
authentication solution. It is a flexible delivery solution that is, at once, easy to use and highly
robust in its level of security.

Mi-Token caters for a range of platforms including Enterprise Edition (out-of-the-box), APl and
Cloud Services editions, and our customized Banking edition.

Mi-Token Enterprise Edition leverages several key Microsoft Windows components. These
include the Network Policy Server (NPS) as the RADIUS server, Internet Information Services
(11S) to host the Mi-Token Reporting website, the Mi-Token Intranet Provisioning Website, and
Active Directory Lightweight Directory Services (AD LDS) as a distributed replicating fault-
tolerant database for tokens issued to users.
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Mi-Token Enterprise Edition does not modify the Active Directory schema, neither the forest
schema nor the schema of the domain(s) it is installed in. Nor does it require a 'dedicated'

server, unlike products from many other vendors.

For more information regarding the Mi-Token APl and Cloud Services Edition, and the
enhanced security Mi-Token Banking Edition, please contact us at sales@mi-token.com.

For all technical questions, please contact support@mi-token.com.
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Figure 1. High-level overview of a typical system using Mi-Token

Typical usage scenario

The following scenario is a typical end-to-end situation which might occur with Mi-Token

authentication, involving an employee, Bob.
An IT systems administrator installs Mi-Token Enterprise Edition on to an NPS server.

1.
2.

The systems administrator then uses the Active Directory Users and Computers snap-in
to import some tokens and assigns one of them to a user, Bob.

That evening, an innovative solution to a problem occurs to Bob and, rather than wait
until morning, Bob decides to work from home using the newly-installed remote-access

infrastructure.

Bob connects to an SSL VPN appliance which has a login interface containing fields in

which he is to enter
e His username

e His Windows password
The code displayed on his token’s LCD screen, that is, the OTP

Bob’s details, encrypted by SSL, are transmitted to the appliance running in the

corporate DMZ.

The appliance uses its Active Directory integration feature to verify Bob’s username and

password.

15
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Chapter 1, Introduction. Remote access systems

7. The appliance, which supports multiple authentication servers, generates a RADIUS
Access-Request packet and sends it to the Mi-Token authentication server, located in
the internal network. The Access-Request packet contains the original username and
Bob’s OTP. The Windows password has already been verified by the appliance.

8. On the Mi-Token authentication server, NPS receives the RADIUS request and decrypts
the access packet. Its contents are then passed to the Mi-Token plugin.

9. The Mi-Token plugin:

e Searches for the user in AD, retrieving Bob’s unique identifier and possibly his
mobile phone number

e Searches its database for all tokens that have been assigned to Bob and tries to
verify the provided OTP against each token found

e Upon successful verification, updates the database to prevent OTP re-use

o If the OTP fails to verify, tells NPS to send back an Access-Reject message

10. NPS usually tries to verify the password using Windows authentication. Since it has
already been verified by the SSL-VPN appliance, the administrator has configured NPS to
skip this check. Therefore, NPS responds with an Access-Accept message.

11. Upon receiving the Access-Accept, the SSL-VPN gives Bob access to the network.

12. Bobis able to work productively from home and work on his solution, resulting in
satisfaction both for him and his employer.

1.9 Remote access systems

There are several ways in which the Mi-Token Enterprise Edition solution can be leveraged to
protect your business, clients, and intellectual property. Organizations typically use Mi-Token
Enterprise Edition authentication to integrate with the following devices and software
solutions:

e SSL VPN and firewall devices, for example, devices from Juniper, Cisco, and others.
e Outlook Web Access, via Microsoft Forefront Unified Access Gateway.

e Windows Desktop Login, via Microsoft's GINA/CP API. This implementation integrates
Mi-Token Enterprise Edition with the standard Windows logon Ul, thus providing two-
factor authenticated logon for local and remote Windows logins. It can also be used to
log on virtual machines through remote desktop sessions. See additional information
under Mi-Token Desktop Login installation.

e SSO SAML supported apps, via Active Directory Federation Services (AD FS). AD FS
enables you to provide two-factor authentication using AD credentials for websites
external to the organization, for example, Gmail, Salesforce, Google Apps or Hightail,
and many other publicly accessible websites.

1.10 Mi-Token Desktop Login installation

Mi-Token Desktop Login allows two-factor authentication for the standard Windows desktop
login process. This component can be installed on any domain member PC or server and once
installed forces two-factor authentication for standard Active Directory logon requests. It
achieves this by adding an extra field to the familiar Windows logon screen.
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Figure 2. Windows logon screen, showing the OTP field

The component that is installed depends on your operating system:
e Mi-Token GINA (Windows XP and Windows Server 2003)

e Mi-Token Credential Provider (Windows Vista, Windows Server 2008 and newer)

Mi-Token, Inc provides a copy of GINA/CP (Credential Provider). The GINA and Credential
Provider components both provide the same functionality but are implemented slightly
differently to support the OS changes between Windows XP / Server 2003 and Windows Vista /
Windows 7 / Server 2008 / Windows 8.x / Server 2012. The user interfaces are different but
remain compatible with the selected OS themes.

For detailed information on how to install, configure and use Mi-Token Desktop Login on client
computers, consult the Mi-Token Desktop Login Experience Installation Guide.
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y Planning your installation

2.1

Q

2.2

Mi-Token Enterprise Edition has been designed to make the installation and management of
two-factor authentication simple and secure. Further, once you have installed Mi-Token
Enterprise Edition, you will find it easy to use, in particular in such help-desk operations as
token assignment and PIN resets. Mi-Token Enterprise Edition tends to be somewhat quicker
and more convenient with Mi-Token than most other legacy solutions.

Mi-Token administrators can:
e import and manage tokens
e manage Mi-Token roles
e customize permissions to Mi-Token roles

e create replicas of the AD LDS database with corresponding additional instances of the
Mi-Token API Server and of the NPS with the Mi-Token RADIUS plugin

e perform all other Mi-Token administration tasks

Installation timeline

Mi-Token Enterprise Edition requires several pre-requisite steps be carried out before you
install Mi-Token Enterprise Edition itself. This means that planning will help in ensuring a
successful installation.

Assuming that all prerequisites are installed on the server before Mi-Token Enterprise Edition
installation is started, installation of Mi-Token Enterprise Edition should take one to two hours
when performed by a competent systems administrator.

This time will vary depending on the complexity of the environment and whether or not any
Mi-Token Enterprise Edition optional components are being installed. Often the greatest
delays are experienced in the configuration and interoperability between Mi-Token Enterprise
Edition and remote access devices. Some SSL VPN and firewall devices require additional time
to configure and possibly further time spent debugging authentication issues. The complexity
of the network environment and the possible need to coordinate changes across multiple
systems management teams will also have an effect on the overall installation time for
Mi-Token Enterprise Edition.

To minimize installation effort, Mi-Token has provided a detailed set of Installation checklists.

Under normal circumstances, expect to spend more time installing prerequisite software and
configuring security devices than you will spend actually installing Mi-Token Enterprise Edition.

Performance and loading

Performance will depend greatly on your environment, for example: how many users are
logging in concurrently, network/disk performance, domain controller performance and the
existing workloads.

Normally, Mi-Token two-factor authentication places minimal loads on existing domain
controllers and can be easily installed into most environments. However, peak loads or wide
geographical distribution can indicate a need for replicated authentication servers. Mi-Token
offers the ability to replicate authentication servers so that your installation is scalable to your
needs.
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2.3

The authentication server instances exchange data using Microsoft AD LDS replication
technology, and they do this without extra cost. Further details are available here
http://technet.microsoft.com/en-au/library/cc770465.aspx and in this manual under
Installing a replica authentication server.

Having multiple AD LDS instances, along with a load-balancing solution utilizing several
authentication servers (Microsoft NPS or Mi-Token API) makes for scalability and also
contributes to reliable data storage with the Mi-Token database distributed between several
automatically replicating locations.

In any case, Mi-Token Inc. recommends benchmarking and stress testing the entire system to
gauge more precise requirements, and also recommends load balancing if there are multiple
servers.

Mi-Token components and installation options

Mi-Token is based on Microsoft’s Active Directory Lightweight Directory Services (AD LDS), and
cannot function without AD LDS. AD LDS may be replicated.

Mi-Token proper has six core components.

RADIUS RADIUS RADIUS RADIUS
client client client client

NPS

Mi-Token Mi-Token Mi-Token Mi-Token

AD LDS AD LDS "— __AD LD
Replica Replica Primary

Replica

mi Intranet i mi
Provisioning AD FS Event
Website Collector

MS sQL
Database
-The Mi-Token plug-ins generate heartbeats which

are sent to Windows event log and optionally stored

in the Mi-Token Reporting database. mi

Reporting
Website

Figure 3. Overall structure of a full Mi-Token installation

It is mandatory for a Mi-Token installation to have a provider of authentication services. These
are usually provided by Network Policy Server (NPS) with Mi-Token’s NPS plugin. Alternatively,
they can be provided via the API, but for most purposes, the NPS plugin is regarded as
mandatory.

As Figure 3 shows, if there are multiple replications of AD LDS, each has its own authentication
provider. This means that Mi-Token offers scalability in the face of geographic spread or the
need for load balancing.

2014 [@)-token Mi-Token Enterprise Edition Installation and Administration Guide v1 19


http://technet.microsoft.com/en-au/library/cc770465.aspx

Chapter 2, Planning your installation. Mi-Token components and installation options

It is also mandatory for a Mi-Token installation to have the Mi-Token User Interface (Ul), which
is an interface to your AD LDS. It is available in a 32- and a 64-bit version.

That is, all Mi-Token installations have the Ul and most have the NPS plugin.

In addition to the NPS plugin and the Ul, there are another four optional components.

e Mi-Token Reporting. This provides extensive high-level graphic and detailed text-based
reporting of token usage, audit events, error messages, statistics and Mi-Token metrics.
Mi-Token Reporting consists of 3 sub-components: Reporting Website, Event Collector
Service and SQL Server database.

e Mi-Token Intranet Provisioning Website. Installed on an internally-accessible web
server, this enables your end-users to set up their own soft tokens with no intervention
by an administrator.

e API Service. The Mi-Token API provides alternate administration and authentication
channels for Mi-Token, on top of using the Ul to manage user-token assignments and
NPS for authentication. An AD LDS instance may have both NPS and API associated with
it.

The Mi-Token API Service requires additional licensing over that of Mi-Token Enterprise
Edition. Please contact sales@mi-token.com if your organization would like the Mi-
Token API Service.

e Active Directory Federation Services (AD FS). Mi-Token Enterprise Edition integrates
with AD FS to provide two-factor authentication for websites external to the
organization, for example, Gmail, Salesforce, Google Apps or Hightail, and many other
publicly accessible websites.

Another two add-ins are available for special purposes: Two-Phase Authentication and
Credential Provider. See Mi-Token Enterprise Edition Add-ins.

As a result of this modularity, Mi-Token offers wide flexibility, but broadly speaking, there are
three ways to install Mi-Token.

e Minimal installation. Install the NPS plugin and the User Interface only.

When you have completed a minimal installation, you will have a functioning Mi-Token
environment. Your users will be able to use hard and soft tokens for authentication with
some intervention by an administrator to register new users.

A minimal installation provides an opportunity for testing and evaluation, but is also a
viable environment for a smaller organization.

e All-on-one-machine installation. Such an installation includes Mi-Token Reporting and
the Mi-Token Intranet Provisioning Website feature, all installed on a single machine.

This installation offers two features in addition to those of a minimal installation. Firstly,
you will have extensive reporting capability. Secondly, your users will have access to the
Mi-Token Intranet Provisioning Website.

e Fullinstallation. Here, all the features of Mi-Token are installed, including deployment
on several servers.

This installation offers the features mentioned above, and more. You will be able to
have NPS performing RADIUS authentication on multiple servers in multiple locations,
address scalability and data reliability at a high standard, and you will have access to the
Mi-Token API and to Active Directory Federation Services.

It is straightforward to progress from a minimal to an all-on-one-machine installation, and
from a minimal to a full installation. An all-on-one-machine installation can be upgraded to a
full one, but you may need to uninstall some components and reinstall them on different
machines.
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INSTALLATION PATHS

Minimal installation

All-on-one-machine
installation

Full installation

Figure 4. Three types of installation and possible upgrade paths
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3 Preparing for your installation

To help you to keep track of prerequisites, Mi-Token has provided a detailed set of Installation
checklists.

3.1 Prerequisites

| Prerequisite knowledge

The person performing the install should be familiar with the principles of Windows and
RADIUS authentication.

| Connectivity

Generally, you will need an active Internet connection. Once you have downloaded the
software from Mi-Token, you will still need to be connected if .NET Framework 4.0 is not
preinstalled as installers of all Mi-Token components will attempt to download and install it if
needed. In cases where .NET Framework 4.5 is pre-installed, no other version of the
Framework is downloaded.

Users installing Desktop Tokens will need to be connected. They will almost certainly be on the
organization’s premises while they do such installs. After the installation is complete, the
Desktop Tokens can function (and generate OTPs) independently, without having networking
enabled.

Users with smart phones will need Wi-fi or other Internet connectivity if they wish to install
and activate Mi-Token smart phone apps.

Server hardware

Mi-Token Enterprise Edition fully supports the use of virtualized hardware solutions such as
VMware, Xen, or Hyper-V.

For the most part, Mi-Token Enterprise Edition is a 64-bit product and requires 64-bit
hardware. The exception on the server side is

e The Mi-Token AD User Interface, which is available in 32- and 64-bit versions and
therefore can run on platforms of both bitnesses.

Q Mi-Token, Inc does not recommend running Mi-Token Enterprise Edition on obsolete or obsolescent
operating systems. Owing to the lack of support from the manufacturer, such operating systems are
more vulnerable to security attacks. As of late 2014, Windows XP and Server 2003 are in this
category.

End-user hardware

Mi-Token Enterprise Edition is a Windows product. However, it can be used by almost any end-
user hardware, such as an SSL VPN appliance. This includes situations where an SSL VPN
appliance collects the credentials, perhaps by use of an internal web server which serves to the
end-user, who could be running, for example, Linux.

The requirements are that, firstly, the end-user hardware must support authentication via the
RADIUS protocol, either directly or via a proxy device of some sort.
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Also, in order to support two-factor authentication, the device must somehow allow the user
to provide a secondary password in the logon interface. Newer remote access devices support
the use of a third field specifically for OTP or secondary passwords, and this is desirable for
usability reasons. However, many remote-access devices only provide username and password
fields. In this case, Mi-Token allows for concatenating the password and token (or OTP), and
optionally a PIN, in a single user interface logon password field. The exact format will vary
depending on the device. Mi-Token Enterprise Edition breaks a single password field down into
the correct substrings to allow the inclusion of a password, the OTP, and optionally, a PIN.

These two methods of supplying OTPs to the Mi-Token Enterprise Edition will require different
installation configurations when adding a remote access device as a RADIUS client on the Mi-
Token Enterprise Edition server:

e Concatenated password and OTP — In this case, the remote access system is configured
to relay the username and password fields via RADIUS to the Mi-Token server. For
example, mypassword634789. Upon verification, the OTP (634789 in this example) is
removed from the password string and NPS is left with mypassword.

e Password and OTP in separate fields — In this case, the remote access system will verify
the password and the Mi-Token server only verifies the OTP field.

The configuration is described under Authentication server.

Finally, if you wish to use the Desktop Token, it is bitness-agnostic and can run on both 32-bit
and 64-bit platforms.

Database

Mi-Token uses AD LDS as its database, with default name Mi-Token.
Mi-Token Enterprise Edition is usually installed on existing domain controllers.
If you install Mi-Token Reporting, you will need an SQL database.

It is possible, by using Mi-Token’s User Interface, to create extra data partitions inside AD LDS.
This feature is useful if you are working with different domains, when you would map each
domain to its own partition. Note that in such a case the User Interface will at any time only
show data in the partition mapped to the current domain on which Mi-Token is running. This
arrangement, coupled with Mi-Token security settings, can ensure that administrators of one
domain can only see and manage tokens belonging to the users of their respective domain.

For information, see Domain Settings tab.

It is also possible, by using Microsoft AD LDS replication technology, to achieve scalability and
reliability by replicating AD LDS and install an authentication server on each instance, at no
extra cost. Further details are available here http://technet.microsoft.com/en-
au/library/cc770465.aspx and under Installing a replica authentication server.

If you need to access Active Directory features (during the installation of the RADIUS plugin
and the API Service) you will require an account with Domain Administrator rights.

Mi-Token Windows Server

Any version of Windows 2012 or 2012 R2 (64-bit) that supports the Microsoft domain
controller role can be used as the basis for a Mi-Token Enterprise Edition installation. It can be,
and usually is, installed on an existing Microsoft domain controller or on a member server. If
you prefer, it can also be installed on a standalone server.

Mi-Token Enterprise Edition supports multiple domain environments. The only core
requirement is that a Mi-Token Enterprise Edition installation must be installed in the same
forest (either in the same or on a separate domain) as the user accounts that require two-
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factor authentication services. Multiple forest deployments are supported but only by
installing multiple Mi-Token Enterprise Edition instances, one or more for each forest where
two-factor authentications is required.

When installing Mi-Token Enterprise Edition on a domain controller, an account with domain
administration rights is required. When installing Mi-Token Enterprise Edition on a standalone
server, an account with local administration rights is required. If you need to access Active
Directory features during the installation you will require an account with domain
administration rights.

See the Microsoft software component requirements for each Windows Server 2012 and
Windows Server 2012 R2 below.

Windows Server 2012 components

All Mi-Token Enterprise Edition deployments require these software components.
e Network Policy Server with Network Policy role enabled — to provide RADIUS services

e Active Directory Lightweight Directory Services (AD LDS) for database storage of
metadata and token seed keys

e .NET Framework 4.0

The installation process itself downloads installs .NET Framework 4.0, it being freely
redistributable.

The database server may be installed locally or remotely.

Depending on the components you choose to install, you may need one or both of these.

¢ Internet Information Services (lIS) to serve Mi-Token Reporting and the Mi-Token
Intranet Provisioning Website

e Microsoft Redistributable Package for Visual C++ 2010 SP1

The installer has Microsoft Redistributable Package for Visual C++ 2010 SP1 embedded,
and installs it.

As the installation proceeds, Mi-Token Enterprise Edition checks to ensure that prerequisites
are installed. If a component is missing, the installer will alert you and roll back to a known
good state before aborting the installation. If this occurs, install the missing components and
resume the installation.

Prerequisites for optional components

As mentioned, Mi-Token Enterprise Edition includes four optional components. They are
Mi-Token Reporting, Mi-Token Intranet Provisioning Website, API Service and Active Directory
Federation Services. Three of these, Mi-Token Reporting, Mi-Token Intranet Provisioning
Website and API, have their own prerequisites.

e Mi-Token Reporting requires a suitable database server and Microsoft Internet
Information Server (11S).

e Mi-Token Intranet Provisioning Website requires IIS.
e The APl requires IIS.

IIS and the database server may be installed locally or remotely but (absent domain trust) they
must be within the same domain as the one where Mi-Token is installed.

As well as these major components, the optional Two-Phase Authentication feature requires a
means of delivering a token. This will be email, or an SMS provider operating via email, SMPP
or HTTP.
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r
I Database servers

The following database servers are supported for the implementation of these Mi-Token
Enterprise Edition optional components.

e SQL Server 2005, 2008, 2008 R2, 2012 and 2014
e SQL Standard, free Express and Enterprise Editions

Mi-Token Reporting requires ODBC. If it is not already present, the Mi-Token Reporting
installer will install it.

The following versions of Internet Information Server are supported for the implementation of
these Mi-Token Enterprise Edition optional components.

e IS 7.0 with IIS 6 Metabase compatibility
e IS 7.5 with IIS 6 Metabase compatibility
e |IS8.0

IS features required for installation include ASP.NET (both Reporting and Provisioning
websites) and Windows Authentication (Reporting website only).

-
I Mail and SMS connections

The Mi-Token Intranet Provisioning Website requires access to a suitably configured SMTP
server if soft token provisioning to the users will be done by emails and requires an SMS
provider if provisioning will be done by SMS.

Two-Phase Authentication requires an SMTP server or SMS provider.

Administrative and infrastructure requirements

For your primary RADIUS installation, you will need to determine
e |nstance name
e LDAP port
e SSL port

The installer suggests values for all of these. Mi-Token recommends that you accept the
defaults, particularly the ports, and if you do not, you will need to make equivalent
changes in other Mi-Token installation steps and you may also need to modify firewall
configurations and plan accordingly.

e AD LDS database administrators

You will need the names of the AD LDS database administrators, and Mi-Token strongly
recommends that you choose an AD group rather than a single account. This user or
group will have full access to the AD LDS database. Unless you add more users and/or
groups after installation, only the user or AD group members who have installed
Mi-Token will be able to access Mi-Token.

Mi-Token recommends that the AD default group Domain Administrators be assigned to
this role. Alternatively, you can create a new AD group specifically for Mi-Token
administration and select that group at this time.

e Friendly name, address and shared secret for each remote access device which will be a
RADIUS client.

e Ascertain which of these strategies you require (see step 3 under To create or edit a
connection request policy and End-user hardware):
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3.2

3.3

e The plugin only verifies the OTP and the remote access device verifies the normal
user credentials.

e The plugin verifies both the OTP and the Windows password.

Active Directory modifications

When AD LDS is installed, the Microsoft installer creates a standard Service Connection Point
(SCP) object on the computer on which AD LDS is being installed. This object allows for
Mi-Token AD LDS instances to be remotely accessed and identified as required, for both direct-
access and replication operations. These operations need the location of this SCP and
Mi-Token supplies this location by appending the otherWellKnownObjects attribute to the
list of such attributes which already exists in the Active Directory.

This is the only modification made to Active Directory and Mi-Token observes well-known
Microsoft standards as used by Microsoft itself for products such as Exchange Server. It is very
unlikely to cause any disturbance to the functionality of Microsoft or third-party applications.

It is worth noting that Mi-Token Enterprise Edition creates and maintains its own separate LDS
schema and makes no changes to the Active Directory schema.

Mi-Token does not require a dedicated server.

Server hardening

Each Mi-Token server hosts a token database (Microsoft AD LDS) and, usually, a RADIUS server
(Microsoft NPS). It is important to ensure that the information held on this server is kept
secure at all times. From an IT security perspective, a server hosting Mi-Token Enterprise
Edition should be secured at least as well as the level of security applied to your organization’s
Active Directory domain controllers.

Mi-Token Inc. recommends that you consult Microsoft’s server hardening guidelines.

SECURE DOMAIN ADMINISTRATIVE ACCOUNTS

This includes domain/enterprise administrators, Mi-Token administrators, who are typically
domain administrators anyway. Each of these accounts could potentially gain access to the
Mi-Token server and compromise the secret key of every token. Some potentially useful
strategies include:

e Ensuring administrative accounts have very strong passwords, for example,
20 characters in multiple-case alphanumeric, possibly with symbols.

e You may consider requiring administrative logons to use two-factor authentication.

MI-TOKEN SERVER ON A SEPARATE VLAN

Put the Mi-Token server on a separate VLAN and only give selected administrators access to it.
This can be achieved via firewall policy, or more securely using IPSec tunnels or 802.1X.

BACKUPS

Make sure backups of the Mi-Token Enterprise Edition server are stored securely, preferably in
an encrypted form. See Backup Mi-Token.
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DELETE THE INITIAL TOKEN SECRET KEY

Delete the token secret key files used for the initial import once they have been successfully
imported into Mi-Token Enterprise Edition. The files come from Mi-Token, Inc and contain
seeds — starting points for the computation of OTPs. If you wish to retain copies, keep them
separately in a secure location.
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3.4

Ports and protocols table

This table can be used by network administrators configuring firewalls in a Mi-Token
Enterprise Edition environment. If you make changes to the default port assignments, you
must correspondingly change your firewall rules.

Except for port 5000, all of the entries in this table are standard Microsoft requirements for
various types of Windows- and Active Directory-related traffic with only the port 5000 being
proprietary to Mi-Token.

The different Mi-Token components (the plugin, Ul, Reporting and so on) can be installed on
the same machines as existing domain controllers or on one or more standalone servers. In
either case, these servers are part of the internal corporate network and are not generally

Protocol and

port

TCP and UDP 53
TCP and UDP 88
TCP 80

UDP 123

TCP 135

TCP, UDP 389
TCP 443

TCP and UDP 445

separated by firewalls.

Notes

Domain Name Server (DNS) traffic.

Kerberos.

HTTP is used for some 2-phase deployments.
Network Time Protocol (NTP).

Remote Procedure Call (RPC) endpoint mapper.
Lightweight Directory Access Protocol (LDAP).
HTTPS traffic.

Reporting, Mi-Token Intranet Provisioning Website,
external providers (for example, SMS), API.

Remote Procedure Call (RPC) communications, including
Server Message Block (SMB).

Communication path

Various — DNS

AD LDS — AD LDS
Users — IS

Windows time server
AD LDS — AD LDS

NPS — AD

Various, as noted

AD LDS — AD LDS

TCP 1433 SQL Server traffic. Event collector—SQL
Reporting server — SQL

UDP 1434 SQL Server Browser service. Browser —SQL

Optional, used by Reporting setup.

TCP and UDP RADIUS authentication. SSL VPN appliance —

1812 NPS

TCP 3268 LDAP Global Catalog (GC). AD Ul-AD

TCP 5000 AD LDS LDAP port. AD Ul - AD LDS
AD LDS —AD LDS

RPC dynamic Also known as TCP high ports. By default, any high port Various

assignment can be used by the dynamic RPC protocol, however, the

TCP 1024—65535  Port range can be reduced. For information on reducing

on Win 2k/2003  the port range, see this page

TCP 49152— http://social.technet.microsoft.com/wiki/contents/article

65535 on Win s/584.active-directory-replication-over-firewalls.aspx .

2008+

Figure 5. Table of ports and protocols
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3.5

3.6

Deployment to end-users

Mi-Token Windows Desktop Login in particular must be installed by a knowledgeable person.
Mi-Token recommends that trained help-desk staff perform the installations, owing to the risk
that a desktop could be locked with no way of entering credentials to unlock it.

You will need to carefully plan the rollout if your organization is large, with contingency plans
for users who lose their tokens in the early stages. You will probably have to plan for a user
community that initially includes some users with tokens and some without. Mi-Token offers a
bypass feature that can help during this process — refer to No-Token Bypass.

Download the Mi-Token software

Mi-Token Enterprise Edition is delivered as a self-extracting zipped executable (of
approximately 110 MB) which expands into six installers.

Upon registration, Mi-Token Inc. will email you a link to download the Mi-Token Enterprise
Edition software online, along with login credentials allocated to your organization. While Mi-
Token software can be freely downloaded for evaluation purposes, a fully functional Mi-Token
Enterprise Edition instance requires a valid license.

Mi-Token Inc. strongly recommends that you keep this information private and that you avoid
sharing it with others except approved system administrators within your organization. Failure
to do so may result in the unintended compromise of your Mi-Token Enterprise Edition
installation. While Mi-Token installations are protected by cryptographic encryption, divulging
the contents of this email may reduce the security of your installation. Mi-Token Inc. maintains
and retains audit logs of all access to publicly available Mi-Token Inc. websites. Should your Mi-
Token Inc. login details be compromised, we will contact you and access to the Mi-Token Inc.
website for your organization may be restricted until any issues can be resolved.

To download and extract the Mi-Token software

1. Following the instructions in the email, download the installation file to a convenient
location. It is a self-extractor and will have a name similar to
Mi-Token_x64 7491 57185319d0f9 Full.exe.

2. Double-click on the downloaded file. The extractor will launch and offer you a default
destination folder, and the option to change it. Mi-Token, Inc. recommends that you
retain the default presented.

The installation file extracts six . exe files.

3. If you need the 32-bit version of the AD Ul, download it separately, again following
instructions emailed by Mi-Token. This download is another self-extractor.
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4 Minimal Mi-Token installation

This section takes you step by step through the process of installing and configuring a minimal
Mi-Token Enterprise Edition instance on Windows 2012 servers.

You may choose to use the Installation checklists as an aid in working through the process.

Q Note that in the future, version and build numbers may advance, resulting in minor differences
between the dialog boxes shown here and those that you see.

4.1 Quick-start guide to a minimal Mi-Token installation

You may use this abbreviated procedure to install a minimal Mi-Token system. The remainder
of this Chapter sets out this procedure in more detail.

1. Install the Mi-Token NPS plugin.
2. Configure NPS.
That is, add each remote access device as a RADIUS client.
3. Enable Windows audit logging, so that Windows logs Mi-Token’s heartbeats.
4, Install Active Directory User Interface (AD Ul).
5. Use RADIUS Tester (installed by default) to test RADIUS authentication.

Note that you must use the true IP address; the localhost or loop-back address 127.0.0.1
will not work.

This installs a workable Mi-Token 2-factor authentication system. To assign soft tokens to your
users, see Manual provisioning of soft-tokens.

4.2 Authentication server

NPS

\_ [0

Figure 6. An authentication server, showing AD LDS, NPS and Mi-Token’s NPS plugin

The following describes
e how to install the Mi-Token plugin to NPS
e how to configure the primary (or only) authentication server

e how to test the primary authentication server
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Installing the primary authentication server

/®  Toinstall Mi-Token’s NPS plugin
Since NPS is a RADIUS server, this plugin is sometimes known as the RADIUS plugin.

1. Ensure that you are logged in with an account that has domain administrator privileges.
2. Check that all prerequisites have been installed on the server. They are listed at
Prerequisites.

3. Double-click the Mi-Token RADIUS Plugin executable, downloaded under Download
the Mi-Token software. Its name is Mi-Token RADIUS plugin_64bit.exe or
similar.

The installation process starts the Mi-Token AD LDS configuration wizard.

@ i-Token RADIUS Plugin 43.7.5 Setup .
Mi-Token RADIUS Plugin 4.3.7.5
Welcome

Setup will install Mi-Token RADIUS Plugin 4.3.7.5 on your computer. Prior
to installation it will check if Microsoft .NET Framework 4.0 and Microsoft
Redistributable Package for Visual C++ 2010 SP1 are installed. The
Framework will be downloaded and installed if required. The Package is
embedded into installer and will be deployed if needed. Click Install to
continue or Close to exit.

Build 4.3.7509.0

lnstall || Close

Figure 7. RADIUS plugin welcome dialog box

4, Click Next. The Mi-Token installer automates much of the installation process. You will
be prompted for further information as required.
@ Mi-Token RADIUS Plugin 4.3.7.5 Setup = (| I

Mi-Token RADIUS Plugin 4.3.7.5
(uh)-toke

Setup Progress

Mi-Token RADIUS Plugin 4.3.7491.0

Figure 8. RADIUS plugin setup progress
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Please read the Mi-Token RADIUS Plugin Build
4.3.7509.0 License Agreement

END-USER LICENSE AGREEMENT FOR Mi- I
Token Authentication Software -

IMPORTANT READ CAREFULLY: This Mi-

Token Inc End-User License Agreement

("EULA" is a legal agreement between you
(either an individual or a single entity) and Mi-
Token Inc for the Mi-Token Inc software product
identified above, which includes computer
software and may include associated media,
printed materials, and "online" or electronic
documentation ("SOFTWARE PRODUCT"). You
aaree to be bound by the terms of this EULA. If |~

[ accept

> Agreement;

Figure 9. RADIUS plugin end-user license agreement

5. Read the end-user license agreement. If you accept the terms, place a checkmark in the
box and click Install.

The installation continues.

Installing RADIUS Plugin m o tO k en

Please wait while the Setup Wizard installs Mi-Token RADIUS Plugin Build 4.3.7509.0,

Status: Please complete the configuration wizard once it loads. ..
]

Figure 10. RADIUS plugin installation progress

The installation wizard displays the option to create a new AD LDS instance or to use an
existing one (if available).

ADAM/LDS Instance

Inztance seleckion

®) Croate a new Mi-Token instance on this server
() Create areplica of an existing Mi-Token instance on this server

Installinto an existing local instancs

< E‘ack | Qexl > Cancel

Figure 11. Create AD LDS Instance

6. Since this is the primary authentication instance, select Create a new Mi-Token
instance on this server.
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You are prompted to enter an instance name and to select TCP port numbers for LDAP
and SSL respectively, and select a folder which will contain the AD LDS database.

Q If the default port numbers are modified, you will need to make equivalent changes in other Mi-Token
installation steps and you may also need to modify firewall configurations accordingly.

Mi-Token Configuration Wizard (for the RADIUS plug-in) [ = | & -
ADAM/LDS Instance
Instance name: [ IAEEIE Flo] x
-

5L port 5001

Data directory [C:AProgram FilesttieTokerfDatabase |

‘ Back Next Cancel

Figure 12. AD LDS parameters

Mi-Token Inc. recommends that you do not change the defaults presented.
7. Click Next>. An AD LDS instance will be created with the parameters specified.
You must now enter a suitable Administrator account or group.

This will have been part of your planning, as described under Prerequisites,
Administrative and infrastructure requirements.

@ Mi-Token strongly recommends that you choose an AD group rather than a single account.

Mi-Token Configuration Wizard (for the RADIUS plug-in) \;li-
ADAM/LDS Instance
Specify the M-Token administralor m
. Lla]l x
© Curentylogged on user: MKDOCS \administiaor
© Anotersocaun/goun token
Name:  [MI-DOCS bdmiristiator Biowse... |
<Back || New> | [ Cancel |

Figure 13. Specify the administrator account

8. Enter an appropriate account/group and click Next>.
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Setup Finished m

Configuring the Lightweight Directony Service

Importing/updating the schema

Canfiguring Mi-Taken partitions

©C & ¢ ©

Generating the Installation Keypair

Click here to see detailed logs

< Eack Qexl > [ C‘ancel

9. Click Next again.

Finished Successfully

The Mi-Token RADIUS plug-in should be operational. To complete the
installation:

o Use the Active Directory Users and Computers shap-in to import tokens and
assign them to users

® Enable Mi-Token for the relevant 1AS/NPS connection request policies
® Configure your remote access system to use Mi-Token as a RADILIS server

You may also like to use the Mi-Token Administration LI Quick Start utility from
your Start Menu.

<Back

=
@
o
=

10. Click OK to complete the wizard.
[ 15 Mi-Token RADIUS Plugin Build 4375090 Setup | = | = ISl

Completed the Mi-Token RADIUS Plugin
Build 4.3.7509.0 Setup Wizard

Click the Finish button to exit the Setup Wizard.

Cancel

Figure 14. RADIUS Plugin wizard completed

11. Click Finish to close.
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BE |
Mi-Token RADIUS Plugin 4.3.7.5

Setup Successful

Mi-Token RADIUS Plugin 43.7.5 Setup

Close

Figure 15. RADIUS setup successful

The server now has an AD LDS instance installed, with schema, and your NPS has the Mi-Token
plugin enabling it to communicate with AD LDS.

Windows audit logging

The Mi-Token plugin generates heartbeats. You must enable audit logging so that Windows

logs them.
/®  To enable audit logging
1. From the Windows logo, open Group Policy Management and navigate to your server,
and to Default Domain Policy.
2. Right-click on Default Domain Policy.
E Group Policy Management = [ -
5 File Action View Window Help
= zF X H
[5 Broup Policy Managernent Default Domain Policy
4 & Foresti mi-docs local | Scope | Detais | Settings | Delegation |
4 = Dornains 3 — ]
P _?';jl ri-docs.local These groups and uzers have the zpecified permizsion for this GPO
| Default T L = 7
B 2| Damain | e | Allowed Permizzionz Inherited
b [5f Group P Enforced ez Read [from Security Filering] Mo
B ? WA FiIt Link Enabled MI-DOCS4YDomain... Custom Mo
b (3 Starter G Save Report... 3 (MI-DOCSNEnter.. Custom Mo
b [ Sites OMAIN CONTRO.. Fead Mo
J[-' Graup Policy M Wiews 4 Edit zettings. delete, modify security Mo
4 Group Palicy Re Mews Window from Here
Delete
Rename
Openthe GPO editor Help

Figure 16. Group policy management

Click Edit... to open the Group Policy Management Editor.

Navigate to Default Domain Policy > Computer Configuration > Policies >

Windows Settings > Security Settings > Advanced Audit Policy Configuration >
Audit Policies > DS Access.

© 2014 [@)- token

Mi-Token

Enterprise Edition Installation and Administration Guide v1 35



Chapter 4, Minimal Mi-Token installation. Authentication server

8 Group Policy Management Editor I;Ii-

File  Action \‘iew Help
YGRS
=[ Default Domain Policy [WIN-CS3S0VTVIEHMI-DC ~ || Subcategory Audit Bwvents

4 [ Computer Configuration sio| Audit Detailed Directory Service Replication Mat Configured
4 [ | Palicies | Audit Directory Service Access Mot Configured
b (] Software Settings i) Audit Directory Service Changes Mot Configured

Pl

| Windows Settings o] Audit Directory Service Replication Mot Configured

~ Mame Resolution Policy
(=) Scripts (Startup/Shutdouny
4 Fh Security Settings
I __j::j Account Palicies
I :_:d Local Policies
I _._E] EventLog
P [ Restricted Groups
[ Systern Services
I & Registry
I [& File Systern
b Eaf Wired Metwork (EEE 802.3) Palic
I L WWindows Firewsll with Adwvances
| Metwork List Manager Palicies
I+ ;Ajj Wiireless Metwork (IEEE 802.11) P

I [ Public Key Palicies
I [ | Software Restriction Policies
B[] Metwork Access Protection
[+ [ Application Control Policies
[ lg IP Security Palicies on Active Din
4[] Sdvanced Audit Policy Configur
4 |8y Audit Policies
I A Account Logon
b 25 Account Management
b 54 Detailed Tracking
= DS Access
b 4 Logon/Logoff
b 25 Object Access
[ __E‘ Palicy Change w

(Standard Windows dialog box)
Figure 17. Group Policy Management Editor, showing audit policies

5. Configure Success audit events for Audit Directory Service Changes.

6. Apply the policy update by running gpupdate in a command window.

Configuring the primary server
/®  Toadd RADIUS clients

1. Go to the Windows Start desktop (that is, press the Windows logo key). You will find a
new icon, Mi-Token Administration Ul Quick-Start.

mi

Administration Ul
Quick-5tart

Figure 18. Mi-Token Administration Ul Quick-Start icon

2. Click the icon (or perform a search for Administration Ul Quick-Start). Select the
RADIUS plug-in management tab.
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Exit

Figure 19. Mi-Token Administration Ul Quick-Start, showing the RADIUS plug-in management tab

3. Click Launch. This launches the Mi-Token Ul Helper.

@ In the case of Windows 2008, the Server Manager is launched instead of Mi-Token Ul Helper with the
same custom Mi-Token functionality and graphical interface.

(Note for reference that detailed documentation on the Ul Helper is provided under
Mi-Token Ul Helper. The instructions following refer solely to the task at hand, namely,
configuring your primary server.)

E Mi-Token Ul Helper - [Console Root] Iili-
E Eile  Action Miew MWindow Help = IE‘ ®
&= E 113 E o]
| Consaole Root Mame Actions
@@ Mi-Token (Local) @@ Mi-Token (Localy
Console Root =
b @ MPS (Local MRS Local)

hore Actions 4

Figure 20. Mi-Token Ul Helper root

4. Expand the tree in the left pane: NPS (Local) > RADIUS Clients and Servers >
RADIUS Clients. (See Figure 21.)

5. Add each remote access device that will use Mi-Token authentication as a RADIUS client.
To add a RADIUS client, click New in the right (Action) pane.
e Enter the Friendly name of the remote access device (RADIUS client).
e Enter the Address of the RADIUS client.

e Enter the shared secret (that is, shared with the RADIUS client). If you select
Manual, you must enter a suitable shared secret. If you select Generate, a
Generate button appears which you may click to generate a random shared
secret.

The clients may have their own individual secrets.
Q Ensure that you use very strong shared secrets. Mi-Token recommends a random string with multi-

case letters, numbers and symbols of at least 20 characters. The shared secret is only entered four
times for each remote access device so using a very strong one is not onerous.

e C(lick OK.
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W File Action View Window Help
s 2

Mi-Token Ul Helper - [Console Root\NPS (Local\RADIUS Clients and Servers\RADIUS Clients] =] =

i Console Root
b @ Mi-Token (Local)
4 @ NPS (Local)
4 [7] RADIUS Clients and Servers
3 RADIUS Clients
53 Remate RADIUS Server Graups
b [ Policies
b %, Netwark Access Protection
8 Accounting
b Mg Templates Management

Seltings | Advanced

Enable this RADIUS client

Selest an existing template:

Name and Address
Friendly name:

[localhost |

Adehess 1P or DN
[1z7.001 [ vety.. |

Shared Secret
Select an existing Shared Secrels templale:

[one v

To manuall ype a shared secret, click Manual To automaticall generate a shared
secret, click Generate. You must corfigure the RADILS dient with the same shared

Action: In progress,

secret entered here. Shared secrets are case-sensitive,

Fig

Your new RADIUS cli

O Generate
Shared secret

Confim shared secret

New RADIUS Client “

S RADIUS dlients allow you to specify the network access servers, that Actions
. provide access to your network, RADIUS Clients
New
Fiendy Name  |P Address  Device Manufacturer | NAP-Capable  Status
Export List

dow frar Here

ure 21. Configure RADIUS client

ent appears in the center pane.

To create or edit a connection request policy

1. Expand the tree in the left pane and navigate to NPS (Local) > Policies > Connection
Request Policies. You will find a policy called Use Windows Authentication for all

users.

Wiew Window Help

Mi-Token Ul Helper - [Console Root\NPS (Local)\Policies\Connection Request Policies]

NEY

7| Console Root
b @ Mi-Token (Local)
4 @ NP3 (Localy
4[] RADIUS Clients and Servers

Cannection request policies allow you to designate whether connection requests are processed
Iocall o farvarded to remote RADILS servers. For NAP VPN or B2 1, you must configure
PEAP authentication in connection request poicy.

Actions

Seitings - Then the fallawing settings are applied)

Setting Value
Authertication Pravider Local Computer

Properties

Mew
Y Policy Name Status  Processing Order_ Seurce:
5 RADIUS Clients I Export List
] Remote RADILS Server Groups Move Up
View
a [] Policies Move Down
1 Connection Request Policies - New Window from Here
| Network Policies e G Refresh
1 Health Policies | Use Windaws authentication for al users Bk @
b 8 Network Access Protection Rename e
5, Accounting Condtions - If the Folloning condions are met: Duplicate Policy Use Windows authentic..
» W Templates —
Condiion Value: Properties Move Up
Day and ime estictin Sunclay 00002400 Mordey 0, 4 Mave Dawn
Disable
Delete
Rename

Duplicate Palicy
Properties

H Help

Figure 22. Setting up a connection request policy

Connection Request Po..

(Standard Windows dialog box)

2. In the center pane, right-click Use Windows Authentication for all users and select

Properties.
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3. Click on the Settings tab and click Authentication.

@ Mi-Token Ul Helper - [Console Root\NPS (Local)\Policies\Connection Request Policies] =-|0] %
& File Action View Window Help
ez 2 —
Use Windows authentication for all users Properties -
| Consele Root
b @ Mi-Token (Lol [yeryio | Condtions | Setings kst Policies =
4 @ NPs (Local)
1 % RADIUS Cliq | Configure the setfings for this network policy.
= ] Polcies If conditions and constraints malch the: connection request and the policy grants access, seltings are applied.
I Conned | Setlings: N
9 Networl i oot
Health Hequired Authentcatior Speciy whether eonnecton requests are processed local, re forwarded to remote Here
" = RADILIS servers for authentication, or are accepted withoLt authentication
b B Network A 9, Authenticalion Methods

8 Accountin Forwarding Connecbion
© M Templates Request ® Avthenticate requests on this server

Forward reauests ta the follawing remote RADIUS server aroup for authenlisation [

5. Accouniing

<not confiqued> New
Specify aRealm Name

k] Altrbute
_RADIUS Attributes
@ standard

7] Vendar Specific

) Accept users without validating credentials

(Standard Windows dialog box)
Figure 23. Select OTP only or OTP and Windows credentials

4, This step depends on whether the plugin verifies the OTP only or verify both the OTP
and the Windows password. This in turn depends on the end-user hardware. See End-
user hardware.

The end-user device allows for entry of two passwords. In this case, the remote access
device verifies the normal user credentials and Mi-Token verifies the OTP only. Either set
up a connection request policy or modify the existing one, Use Windows
authentication for all users, and enable Accept users without validating
credentials. Click OK. At this point, omit the next few steps and skip to step 12.

The end-user device allows for entry of only one password. Here, the user
concatenates the two passwords and Mi-Token must

e separate them

e verify the OTP

e pass the Windows password to NPS for verification
Either use the existing Use Windows authentication for all users connection
request policy or create a new policy and set its profile to match the existing policy.

Select Authenticate requests on this server. (“This server” refers to the Mi-Token
server.) Click OK.

In this latter case, you must set up a new Network Access policy or use the built-in policy
Connections to Microsoft Routing and Remote Access server. This process is
described in steps 5 through 11.

5. Expand the tree in the left pane: NPS (Local) > Policies > Network Policies. Click
Network Policies.
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= Mi-Token Ul Helper - [Console Root\NPS (Local)\Policies\Network Policies]
% File Action View Window Help
=

B |

|| Console Root

under which they can or canhot connect.

4 € NPS (Local)

% " Metwork policies allow pou to designate who is authorized to connect to the network. and the circumstances Actions
I @@ Mi-Token iLocal)

Wetwork Policies <

B Accounting

Duplicate Paolicy
1 Ml Ternplates Managernent

Mews
4. R,ADIUS Chent_s A Serdels Policy Mame Statuz  Processing Order  Access Type ¢
o RADIUS Clients 5 i IR c Export List
& Remote RADIUS Server Groups || 5 { Mowe Up bled 333333 DenpAccess | View »
4 L[ Policies More Down .
| Connection Request Policies ) Mews Window fro...
v Metwork Policies il il Refresh
Lo}
| Health Policies Delete
I h Metwork Access Protection Rename E Help

Connections to M., «

it g Propetis iy

| Help

o

Conditionz - If the following condiions are mek:

Mowve Up
howe Down

Disahle

Condition Walue
ME-RAS Yendor D 3118

Delete

Rename
Duplicate Policy
Properties

Ei Help

Setlings - Then the following settings are applied.

Setting Valuz

Access Permission Dierw Access

Extensible Authentication Protocol Method  Microsoft: Secured password [EAP-...
Authentication Method E&P OR M5-CHAP +1 OR M5-CHA
Update Moncompliant Clients True

Framed-Protocal PPP

Service-Type Framed

|P+4 Filters Configured

Encryption Policy Enabled

Encryption Basic encryption (MPPE 40-hit), Stro

Properties

(Standard Windows dialog box)

Figure 24. Connections to Microsoft routing and remote access server

6. Right-click Connections to Microsoft Routing and Remote Access server. Click

Properties.

7. Check Grant access. Grant access if the connection request matches this policy.

Mi-Token Ul Helper - [Console Root\NPS (Local)\Policies\Network Policies]
File Action View Window Help

Grant access. Grant access if the connection request matches this policy.

Deny access. Deny access if the connaction raquest matches this policy.

[ lgnore user account diskin propertiss.
Ifthe connection request maiches the condiions and constaints of this network policy and the policy grarts access. perfom
auithorization with natwork. policy only: do not evalusts the dislin propertiss of user accounts

Network connection method

Select the type of network access server thal sends the comnection request to NPS, ‘You can select sither the network. access server type
or Vendor speciic, but neither i required. If your network aceess server is an B02 1 authenticating swilch of wieless access poirt,
select Linspeciie

Type of network access server

Unspecified v

O Vendor specfic:

i z

4=
7 Console Roat ) Actions
Network pelicies allon you to designate who is authorized to connect to the netwark and the circumstances
b @ Mi-Token (Local) under which they can or cannot connect. Metwork Policies =
4 € NPS(Local)
Mew
4 [ RADIUS Clients and Servers Policy Name Status | Processing Order | Access Type | ¢
| :’“D'“S E“‘n”ut“ . [ Connections to Micresoft Routing and Remote Access server  Enabled 1 Deny hecess | Expart List
2 Remas £
. " View »
a [5] Policies Connections to Microsoft Routing and Remote Access server Properties
I Con New Window fro...
= Metwf | Overview | Condiions | Constiaints | Settings G Refresh
Heal -
- Poicy name: Connections to Microsolt Fouting and Fiemote Access server
b B Network] ‘ | Help
;{U ?::nw‘:: Policy State Connections to Mi.. -
e P If enabled, NPS evaluates this policy whie performing authorization. If disabled, NP5 does not evahuate his policy. Mave Up
Policy enabled Mave Down
Disable
Access Permission Delete
IF conditons and constraints of the natwork policy match the connection request. the policy can ekther orant accsss of deny
access. Whal is access permission? Rename

Duplicate Palicy
Properties

Help

Figure 25. Select Grant access

8. Click the Constraints tab and select Authentication Me

(Standard Windows dialog box)

thods.
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9. Check Unencrypted authentication (PAP, SPAP). Click OK.

@
[&@ File Action View Window Help

«=| 7[E BE

Mi-Token Ul Helper - [Console Root\NPS (Local)\Policies\Network Policies]

7 Cansole Roat
b @ Mi-Token (Local)
4 @ WPS (Local)

Hetwork policies allow you to designate who is authorized to connect to the network and the circumstances under Actions

which they can or cannct connect

Less secure aulhentication methods,

Micrasaft Enciypted Authentication version 2 (MS-CHAP-v2)
User can change password aftet it has expired

Micrasoft Enciypted Authentication [MS-CHAP)

User can change password after it has expired
[ Enciypted authentication [CHAP)
Unencrypted authentication (FAR, SPAF)
[] Allow clients to connect without negotiating an authertication method
[ Perform machine health check anly

Network Polici.. «

New
4 ] RADILS Clients and Servers Foicy Name Status  Provessing Order Acgess Type | Saurce
B RADIUSClients g Connections to Microsolt Routing and Remote Access seiver  Ensbled 1 Bee=s U=l ExportList
% Remote BADLI G =}
y y - " ed iew »
4 5] Policies Connections to Microsoft Routing and Remote Access server Properties
3 Con New Window .
1 Metwf | | Overview | Condiions | Constiaints | g etiings G Refresh
= Heal | rtigre the constraints for this network poicy H He
b M Hetwork| | Ifall constiaints are not matched by the connection request, network access is denied
5 Accountf C
onnections to., 4
b * Templat: Constraints:
Con N - Move Up
o Allow access orly ta those cients that autherticate with the specified methads,
Move Dawn
o8 Idie Timeout EAP types are hegotiated batwesn NPS and the ciisnt in the ardet in which they are Disable
lsted
£ Session Timeout e Delete
= EAP Types:
[[5] Called Station 1D Rename
Micrasolt: Secured password [EAPMSCHAP v2) Move Up
% Day and time restictions Wicrosalt: Smart Card or other certicate: Duplicate Policy
T NAS Port Type ovelbovn Propetties
< [0 > H hep
Add Edit Flemare

Figure 26. Allow unencrypted authentication

You see a message indicating that you have selected an insecure authentication method.
Despite this message, the authentication is actually encrypted using the RADIUS secret

key and therefore still secured.
10.
11.

Click No on the message dialog box.

(Standard Windows dialog box)

In the left pane, navigate to Mi-Token (Local) > Connection Request Policies. Right-

click the policy you want to enable Mi-Token with and select Enable Mi-Token.

Mi-Token authentication is now enabled.

@
& File Action View Window Help

«=| 2@ = @3[mE

Mi-Token Ul Helper - [C : Root\Mi-Token (Local\C ion Request Policies]

_ Console Root

Connection Request Policy
4 @ Mi-Token (Local) &

50 Use W ndows authenticat

Mi-Token enabl... Required Windows group  SMS enabled  No-Token Bypass _Rate Limiting

Health Palicies

b % Network Access Protection
B, Accounting

b W Ternplates Management

Actions

&5 Connection Request Policies | EnableMiToken | Connection RequestPolicies,
@ status Require users to be in 2 group.. View ¥
4 @ NPS (Local) Enable SMS authentication New Window from Here
4 ) RADIUS Clients and Servers
3 RADIUS Clents Accept users with no tokens assigned G Refresh
3 Remote RADIUS Server Groups Disable rate limiting (5 ExportList..
4[] Policies Help B Help
Connection Request Policies
| Network Policies Use Windows authenticatio,. 4

Enable Mi-Token

Require users to be in a group...
Enable SMS authentication
Accept users with no tokens as...
Disable rate limiting

Help

Figure 27. Ul Helper: Enable Mi-Token authentication

Again, note for reference that detailed documentation on the Ul Helper is provided

under Mi-Token Ul Helper.

12.
warnings.

This concludes the installation of your primary RADIUS server. If you need to scale up and
install replica servers, refer to Installing a replica authentication server.

(Standard Windows dialog box)

Check the Windows event log and the NPS administrative consoles for any errors or
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4.3

Installing Active Directory User Interface tools

Mi-Token Enterprise Edition User Interface tools can be deployed on any number of domain
member servers or workstations.

e The installer requires local Administrator rights.

e The User Interface requires access to the AD LDS instance. The instance should have
been already created by running the Mi-Token installer (with Domain Administrator
rights) for either the RADIUS plug-in or APl Server on any domain member server.

Active Directory User Interface is often abbreviated to Active Directory Ul or AD Ul.

1 Check that all prerequisites have been installed on the server. They are listed at
Prerequisites.

2. Ports must be opened as required on any intervening firewalls. See Ports and protocols
table for further information.

3. Double-click the Mi-Token Active Directory Ul installer, downloaded under Download
the Mi-Token software. Its name is Mi-Token Active Directory UI_64bit.exe
or similar. If you are installing the 32-bit version, you will have downloaded and

extracted it separately.
Mi-Token AD Ul 43.7.5 Setup [= =

Mi-Token AD Ul 43.7.5
@-toke

Welcome

Setup will install Mi-Token AD Ul 43.7.5 on your computer. Prior to
installation it will check if Microsoft NET Framework 4.0 is installed. The
Framework will be dewnloaded and installed if required. Click Instal to
continue or Close to it.

Build 43.7509.0

e |

Figure 28. RADIUS plugin welcome dialog box

4, Press Install and follow the installation steps.
¥ M-Token Active Directory Ul Build 43.7500.0 Setup | = | & [L3]

Please read the Mi-Token Active Directory UL
Build 4.3.7509.0 License Agreement

END-USER LICENSE AGREEMENT FOR Mi.
Token Authentication Software

IMPORTANT READ CAREFULLY: This Mi-

Token Inc End-User License Agreement

("EULA") is a legal agreement between you
(either an individual or z single entity) and Mi-
Token Inc for the Mi-Token Inc software product
identified above, which ncludes computer
software and may incluie associated media,
printed materials, and "online” or electronic
documentation ("SOFTAARE PRODUCT"). You
agree to be bound by the terms of this EULA. If |

[7 accept the terms in

Figure 29. AD Ul end-user license agreement

5. The installation proceeds and concludes with the Setup Successful dialog box.
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@ Mi-Token AD Ul 4375 Setup [= 1= |

W Mi-Token AD Ul 4.3.7.5
Setup Successful

[Caese ]

Figure 30. AD Ul Setup Successful

6. Go to the Windows Start desktop (that is, press the Windows logo key) and click the
Active Directory Users and Computers icon. There will be a Tokens node visible in
the tree in the left pane.

(As an alternative, you can also launch this by clicking Launch on the Token
management tab of Administration Ul Quick-Start.)

E Active Directory Users and Computers \;Ii-
Eile  Action  View Help

e« nE = H

] Active Directory Users and Computers [WIN-CS350VTVIEH.ri-docs.local] Taken Assigned to Description  Assigned Last Used/Changed

b [ Saved Queries & Search

4 i mi-docs.local [ElMobile Soft Tokens

A Tokens [win-cs35ovtvieh.mi-docs.local:5000] Sample tokens
& Search [ Termparary Takens

[l Moabile Soft Tokens
Sample tokens
Temporary Takens

I [ Builtin

I | Computers

I (21 Dornain Controllers

[ [ FareignSecurityPrincipals

b [ Managed Service Accounts

1 Users
Figure 31. Active Directory Users and Computers
This indicates that you have successfully installed Active Directory User Interface tools.
(Note for reference that detailed documentation on the Ul tools is provided under
Active Directory Users and Computers.)
4.4 Testing RADIUS server installation and configuration

The Mi-Token RADIUS Tester is installed by default on all Mi-Token RADIUS plugin installations.
This tool is used to test whether the Mi-Token RADIUS plugin was installed and configured
correctly.

/®  To test your primary RADIUS server configuration

1. Launch RADIUS Tester, either by pressing the Windows logo key or from its exe in the
default location: C: \Program Files\Mi-Token\RADIUS Tester.
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Usernarne |A\:Im|mslralur |

Password | |

Secret ‘ notsecure

RADIUS PAP Test Client | = | & L]

Server [192.168.8354

Teken [ ] Glear on ek
Go RADILS! | Submit on Enter

Clear on 5ubmit

Mutual Auth [

Mo authentication requests yet

Figure 32. The RADIUS Tester on launch

Enter the RADIUS Server IP address and shared secret, and a user’s username, password
(if required) and token.

Note that you must use the true IP address even though you are most likely still on the
same machine; the localhost or loop-back address 127.0.0.1 will not work.

The RADIUS Server IP address and shared secret were set up during the installation
process at step 5, see Figure 21).

Experienced users may at this point care to create a temporary token if an assigned
token OTP isn’t conveniently available. See Creating temporary tokens.

Conversely, ensure that the RADIUS server has the true IP address of the RADIUS Tester,
and not the localhost or loop-back address.

Click Go RADIUS!. One of these results will appear:
e ACCESS_ACCEPT: You have successfully authenticated and have configured Mi-
Token and NPS correctly.
e ACCESS_REJECT: You haven’t successfully authenticated, but have configured
Mi-Token and NPS correctly. This likely due to the wrong username, password,
shared secret or OTP being incorrectly inserted.

e Timed out waiting for a RADIUS reply: Mi-Token and NPS wasn’t configured
correctly or the wrong server IP was inserted into the RADIUS tester.

RADIUS PAP Test Client | = | & [0
Username  [Administrator | sewer [1927688951 |
Password |"OO"“ | Secret ‘V\DtSECUIE |

Teen [ ] Clear on Click

| Go RADILS! | Submit on Enter
Clear on 5ubmit

Mutual Auth [

WCCESS ACCEPT
FRAMED_PROTOCOL = PPP

SERVICE_TYFE = FRAMED

CLASS = CE-24-04-EB-00-00-01-37-00-01-02-00-C0-48-59-36-00-00-00-00
-39-2F-F0-D1-DF-18-16-60-0 -CF-C5-48-E 244C-DC-6E-00-00-00-00-00-00-

00-04

WENDOR_SPECIFIC = 00-00-01-37-16-44-01-00-00-00-48-00-00-00-01-00
-00-00-01-00-FF-FF-28-00-00-00-01-00-00-00-20-00-00-00-00-00-00-00-01-
00-00-00-01 -00-00-00-01 -00-00-00-00-00-00-00-00-00-00-00-00-00-00-00-
00-00-00-00-00-00-00-00-00-00-00-00-00-00-00-00

WENDOR_SPECIFIC = 00-00-01-37-07-06-00-00-00-0:2
WENDOR_SPECIFIC = 00-00-01-37-08-06-00-00-00-0F

Last authentication request at 4/09/2014 2:58:51 FM

Figure 33. Example ACCESS_ACCEPT
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5. Repeat the test until you are satisfied.

4.5 Summary

You have now installed a workable Mi-Token 2-factor authentication system. You can now
require your users to enter a token as part of the authentication process. To assign soft tokens
to your users, see Manual provisioning of soft-tokens.

To assist your users, you may provide Mini-manual for end-users to them.
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) Mini-manual for end-users

The procedures here are the ones you will follow to set up and use soft tokens on your desktop
or smart phone.

Note here the term token. This term has two meanings. It can mean a 6-digit number, used as
a password. Elsewhere in this documentation, this is often referred to as a “one-time
password” or OTP. It is a password that is used once only and then discarded.

It can also mean the device from which you obtain the 6-digit number. That can be a piece of
software on your desktop (the Desktop Token, described below), or a smart phone app
(described under Using Mi-Token with smart phones), or a small custom device.

A 6-digit number obtained from a smart phone or desktop is known as a soft token. A 6-digit
number obtained from a small custom device you carry with you is known as a hard token.

5.1 Using Mi-Token with the Desktop Token

The Desktop Token is a small piece of software that runs on your computer. This is a download
of some 40 MB, because it contains various pieces of .NET infrastructure which may or may not
be present on your machine.

Some organizations choose to install the Mi-Token Intranet Provisioning Website and some do
not. There are alternative procedures below for organizations with and without this website.

Desktop Token without the Mi-Token Intranet Provisioning
Website
/®  To download the Desktop Token without using the Mi-Token Intranet Provisioning Website

1. Get in touch with your system administrators and ask for a Desktop Token. They will
send you a URL.

2. Browse to this URL. Usually this will be

mi Token Activation

You can generate a Mi-Token loading code on your desktop or mobile device and enter it onto this page to activate a token for your platform

You can download the Mi-Token Desktop Application from here. Use this link for new installation and for upgrades from version 4.3.7.5 or later.
The Mi-Token Mobile Application for your device can be downloaded from the relevant marketplace.

Enter loading code:

Go!

These devices are supported:

* Many standard handsets with support for Java.

* Android handsets

 iPod Touch, iPhone and iPad running OS 3.0 and above.
¢ Windows Mobile devices.

+ Blackberry

These devices are known to be unsupported:

* iPhone & iPod Touch pre OS 3.0

* Palm PalmQ3

* Palm WebOS.

« Very old Java phones without any OMA DRM support.
¢ Maemo.

Figure 34. Token activation website

3. Notice the link inviting you to download the Desktop Token software. Click this link. You
see the usual browser download dialog boxes.
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Opening WindowsSoftTokenlnstaller.exe

You have chosen to open:

which is: Binary File (42.7 MB)
from: https://192.168.89.54

Would you like to save this file?

" Wind tTokenInstaller.exe

=

l Save File ] I Cancel I

Figure 35. Download Desktop Token installer

4, Download the installer and save it in a convenient place on your hard drive.

5. Execute the installer. The installer starts and displays the end-user license agreement.

[F=E =0 5
Mi-Token Desktop Soft-Token

Welcome

&D Mi-Token Desktop Soft-Token 4.3.7.5 Setup

fu-toke

Setup will install Mi-Token Desktop Soft-Token 4.37.5 on your computer,
Prior to installation it will check if Microsoft .NET Framewark is installed
The Framewark wil be installed if required. Please do not tur off your
computer during the installation. Click Install to continue or Close to exit,

Build 4.3.7508.0

@ Mi-Token Desktop Soft-Token 4.3.7509.0 Setup

@y toke

=8 B0 &)

Please read the Mi-Token Desktop Soft-Token
4.3.7509.0 License Agreement

END-USER LICENSE AGREEMENT FOR Mi-
Token Authentication Software

IMPORTANT READ CAREFULLY: This Mi-
Token Inc End-User License Agreement
("EULA" is a legal agreement between you
(either an individual or a single entity) and Mi-
Token Inc for the Mi-Token Inc software
product identified above, which includes
computer software and may include associated
media, printed materials, and "online” or
electronic documentation ("SOFTWARE
PRODUCT"). You agree to be bound by the

tarme of thic FIIL A If von da not aaree tn the

[ accept the terms in the License Agreement

Cancel

Figure 36. Desktop Token end-user license agreement

6. Read the end-user license agreement. If you accept the terms, place a checkmark in the

box and click Next.

The installation continues.

=) o=

ﬁd Mi-Token Desktop Soft-Token 4.3.7509.0 Setup

@ toke

Completed the Mi-Token Desktop
Soft-Token 4.3.7509.0 Setup Wizard

Click the Finish button to exit the Setup Wizard.

D Mi-Token Desktop Soft-Token 4.3.7.5 Setup =N
m Mi-Token Desktop Soft-Token
Setup Successful

Figure 37. Desktop Token installation

7. Click Close. The Desktop Token is installed, including a desktop shortcut icon.

/®  To set up the Desktop Token without using the Mi-Token Intranet Provisioning Website

1. Launch the Desktop Token, either from the Windows Start menu or via the desktop icon.
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Mi-Token Soft-Token | = | & NG

Figure 38. Desktop Token

2. Click New Token. The Desktop Token displays a loading code.

Mi-Token Soft-Token

(D Token Initialization

Your loading code is 85337680.

Waiting for data...

Figure 39. Desktop Token, displaying loading code

3. You must now send this 8-digit loading code to Mi-Token. Enter it into the activation

website (that is, Figure 34). You can do this just by transcribing it but the dialog box
offers the Copy button, which copies the loading code to the Windows clipboard.

Enter the loading code into the activation window of the website.

Enter a 4-digit PIN into the activation window of the website. Make sure that you
remember it, because you will need it to authenticate.

4, Click Go!.

The website should report Success!, and the Desktop Token requests a passcode.

@D Set Password o] @ ==
New Token Passcode il
Confirm Token Passcode il

Figure 40. Desktop Token, dialog box requesting a passcode

This passcode is strictly local to the Desktop Token and the machine it is loaded on, and
is to ensure that only you access your Desktop Token. (Much in the same way as cell
phones require a passcode when you switch them on.)

You can change the passcode at any time from the menu at the top right of the Desktop
Token.

The passcode may be blank.
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Note that some screens refer to it as a passcode and some as a password.
5. Enter your chosen passcode twice, as required.

The Desktop Token and your organization’s servers have interacted in a cryptographically
secure manner so that they share certain secure information, known as a seed. In the future,
when you try to log in, the server will, by an indirect process, verify this information and be
99.999% certain that it is indeed you that is logging on.

The Desktop Token is now ready for use.
Mi-Token Soft-Token M

ul

234048

Using computer time

Figure 41. Desktop Token, displaying a 6-digit token

The 6-digit number is the token which you must use, along with your password, to
authenticate yourself when you log in remotely.

This 6-digit token is calculated by combining the fixed seed mentioned above with the current
clock time. Because it depends on the current clock time, it changes periodically and has a
limited life.

Desktop Token using the Mi-Token Intranet Provisioning
Website

/®  To download the Desktop Token from the Mi-Token Intranet Provisioning Website

Your system administrators will advise you of the URL for the Mi-Token Intranet Provisioning
Website. Note that the Mi-Token Intranet Provisioning Website is only available on your
organization’s intranet.

1. Browse to the Mi-Token Intranet Provisioning Website URL and log in. Click on the
Assign Desktop Token icon.
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=
/@ Token Management x \oF == R ==
€ & nps//192.168.89.54/mit efauitaspx ¢ || W - Wikipedia en Pl B $ & =

Mi-Token's Self Service Token Portal
Instructions Activate your device

1. Download token and install
application on machine

2. Start token application on ' | ] Download Application
machine

3. Choose a PIN and enter It on
the web-site (PIN needs to be
added in front of any token
code, so that password is
PIN+Token code
PIN (required):
4. In the token application, click
New Token Loading Code: .

5. Copy token leading code from

the token application to

web-interface under loading

code

Please enter a PIN ( 4-8 characters), followed by your 8-digit loading cods.

6. In the token application, chose

the password to login to token

(This password has to be

entered whenever a new token

code is needed in the future) r’_ﬁ
Log Out

Figure 42. Mi-Token Intranet Provisioning Website activation

2. This window is inviting you to download the Desktop Token software.

Notice that this window also outlines the setup procedure, which is set out below in
more detail.

3. Click Download Application. You see the usual browser download dialog boxes.

Opening WindowsSoftTokenlnstaller.exe @
You have chosen to open:
5 Wind tTokenl ller.exe

which is: Binary File (42.7 MB)
from: https:;//192.168.89.54

Would you like to save this file?

l Save File ] I Cancel I

Figure 43. Download the Desktop Token installer

4. Download the installer and save it in a convenient place on your hard drive.

5. Execute the installer. The installer starts and displays the end-user license agreement.
{ED Mi-Token Desktop Soft-Token 4.3.7.5 Setup ‘=] @ [m3s| |5 Mi-Token Desktop Soft-Token 43.7509.0 Setup o @ [

. Please read the Mi-Token Desktop Soft-Token
m o Mi-Token Desktop Soft-Token m_ olkcepy 375090 License Rareement
.
Welcome

END-USER LICENSE AGREEMENT FOR Mi-

Setup wil install Mi-Token Desktop Soft- Token 43.7.5 on your computer. Token Authentication Software

Prior to installation it will check if Microsoft .NET Framewerk is installed.
The Framework will be installed if required. Please do not turn off your
computer during the installation. Click Install to continue or Close to exit.

IMPORTANT READ CAREFULLY This Mi-
Token Inc End-User License Agreement
("EULA") is a legal agreement between you
(either an individual or a single entity) and Mi-
Token Inc for the Mi-Token Inc software
product identified above, which includes
computer software and may include associated
media, printed materials, and "online" or
electronic documentation ("SOFTWARE
PRODUCT"). You agree fo be bound by the

Build 43.7509.0 tarms of thia FIIL A If van dn nat aaree to the

["] accept the terms in the License Agreement

Figure 44. The Desktop Token end-user license agreement

6. Read the end-user license agreement. If you accept the terms, place a checkmark in the
box and click Next.

The installation continues.
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45 Mi-Token Desktop Soft-Token 4.3.7509.0 Setup '=| ® =34 |@Mi-Token Desktop Soft-Token 43.7.5 Setup ol ® [

) e (]| Completed the Mi-Token Desktop m [0 Mi-Token DeSktop Soft-Token
. Soft-Token 4.3.7509.0 Setup Wizard Setup Successful

Click the Finish button to exit the Setup Wizard.

Back Finish Cancel

7.

Figure 45. Installing the Desktop Token

Click Close. The Desktop Token is installed, including a desktop shortcut icon.

/®  To set up the Desktop Token using the Mi-Token Intranet Provisioning Website

1.

2.

Launch the Desktop Token, either from the Windows Start menu or via the desktop icon.
Mi-Token Soft-Token | = | 2 |14 |

Figure 46. Desktop Token

Click New Token. The Desktop Token displays a loading code.

Mi-Token Soft-Token

@D Token Initialization

Your loading code is 85337680.

Waiting for data...

Figure 47. Desktop Token, displaying loading code

You must now send this 8-digit loading code to Mi-Token by entering it into the
activation window of the website (that is, Figure 42). You can do this just by transcribing
it but the dialog box offers the Copy button, which copies the loading code to the
Windows clipboard.

Enter the loading code into the activation window of the website.

Enter a 4-digit PIN into the activation window of the website. Make sure that you
remember it, because you will need it to authenticate.
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4. Click the check mark next to the loading code on the activation window of the website.

The website should report Success, and the Desktop Token requests a passcode.

@D Set Password o] @ ==
New Token Passcode sl
Confirm Token Passcode =

Figure 48. Desktop Token, dialog box requesting a passcode

This passcode is strictly local to the Desktop Token and the machine it is loaded on, and
is to ensure that only you access your Desktop Token. (Much in the same way as cell
phones require a passcode when you switch them on.)

You can change the passcode at any time from the menu at the top right of the Desktop
Token.

The passcode may be blank.
Note that some screens refer to it as a passcode and some as a password.
5. Enter a passcode twice, as required.

The Desktop Token and the Mi-Token Intranet Provisioning Website have interacted in a
cryptographically secure manner so that they share certain secure information, known as a
seed. In the future, when you try to log in, the server will, by an indirect process, verify this
information and be 99.999% certain that it is indeed you that is logging on.

The Desktop Token is now ready for use.
Mi-Token Soft-Token | = I:'-

ul

234048

Using computer time

Figure 49. Desktop Token, displaying a 6-digit token

The 6-digit number is the token which you must use, along with your password, to
authenticate yourself when you log in remotely.

This 6-digit token is calculated by combining the fixed seed mentioned above with the current
clock time. Because it depends on the current clock time, it changes periodically and has a
limited life.

52

Mi-Token Enterprise Edition Installation and Administration Guide v1 © 2014 [@-token



Chapter 5, Mini-manual for end-users. Using Mi-Token with the Desktop Token

Using the Desktop Token

This is the procedure to follow when you need to authenticate yourself during a remote log in.

1. In the course of attempting to log in, your organization’s portal or gateway system will
ask you for a token. Launch the Desktop Token, either from the Windows Start menu or
via the desktop icon.

2. Type into the authentication screen
® your user name
e your password
e if your administrators have determined that it is required, your PIN
e the 6-digit number from the Desktop Token

You may need to concatenate the password, PIN and 6-digit number. Your
administrators will advise.

3. Proceed with the login procedure.

Other actions with the Desktop Token

The Desktop Token has a menu button to its top right.

Toker =l

Token Managemen
Change To
Capyto Clipboard
Check time

Generste Lag
fbout
Settings

872536

Using computer time

Figure 50. Desktop Token, showing the menu

New Token

This option initiates a repeat of the process listed under To set up the Desktop Token using the
Mi-Token Intranet Provisioning Website. You can use this option if the server loses
synchronization with you.

Token Management

This option launches a dialog box that enables you to remove your identity from the Desktop
Token or to load a new one. You might use these functions if you are giving your computer to a
colleague.

Change Token Access Password

This option enables you to change the passcode (sometimes referred to as a password). Recall
that this passcode is local to the Desktop Token and the machine it is loaded on, and is to
ensure that only you access your Desktop Token, much in the same way as cell phones require
a passcode when you switch them on.

© 2014 [@)-token Mi-Token Enterprise Edition Installation and Administration Guide v1 53



Chapter 5, Mini-manual for end-users. Using Mi-Token with the Desktop Token

Copy to Clipboard

This option copies the current 6-digit token to the Windows clipboard, for convenience in
pasting it into authentication dialog boxs.

Check time

Recall that the token is calculated from certain secure information and the current clock time.
This means that if your computer clock deviates from the correct time, the token will not
match with the server’s. This option forces the Desktop Token to check its time with Internet
time servers (known as NTP servers).

Generate Log

This option generates a log file containing information that may be useful to MI-Token
technical support staff. They will ask you for it if necessary.

About

This option displays useful information about the Mi-Token product.

Settings
This option contains settings under three headings.

Proxy Server. If you are using a proxy server for Mi-Token, enter the configuration settings
here.

Time Settings. You may switch off the facility to use an NTP time server.

Reset WindowsSoftToken. You may reset the Desktop Token so that you will need to
generate a new token as described under To set up the Desktop Token using the Mi-Token
Intranet Provisioning Website.
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5.2

Using Mi-Token with smart phones

Some organizations choose to install the Mi-Token Intranet Provisioning Website and some do

not. There are alternative procedures below for organizations with and without this website.

Mi-Token can be used with these smart phones, with the limitations noted.

oS
i0S
Android

Windows Phone

Windows Mobile

BlackBerry 10

Blackberry

Java ME /
Symbian

Requirements [\ [o] {=1

i0S 2.0 or greater Works on any iOS device, including iPhones,
iPod touches, and iPads.

Android 1.5 or greater We recommend using the native browser.

Windows Phone 7 or Should be downloaded directly from the
greater Windows Phone Store. A desktop is then
required to activate the user’s token.

Windows Mobile 5or  We recommend using Internet Explorer to

greater download the Mi-Token application. You can
choose to either save or open the file. You
should install the application on to the phone’s
internal storage. It will then be present under
Start > Programs.

BlackBerry 10.0 or Should be downloaded directly using

greater BlackBerry World. A desktop is then required to
activate the user’s token.

Requires Blackberry The application should be downloaded to

40to7.1 phone memory. The user may receive a

warning that the application is untrusted — this
should be ignored. The Mi-Token App is
installed in the Applications menu and may be
under the Downloads, Installations, My Stuff or
My Own submenus.

Requires CLDC The app should be downloaded to phone
1.0/MIDP 2.0. This memory. The user may receive a warning that
should be present on the application is untrusted — this should be
newer Java phones. ignored. The Mi-Token App is installed in the

Applications menu and may be under the
Downloads, Installations, My Stuff or My Own
submenus.

Figure 51. Smart phone compatibility list
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Smart phone app without the Mi-Token Intranet Provisioning
Website
You will need web access and your smart phone.

There are two ways to set up the smart phone app; one requires your smart phone to be able
to receive email (via webmail if necessary) and one does not.

To set up the smart phone app without using the Mi-Token Intranet Provisioning Website

Note that images of smart phone screens are taken from Android; iPhone screens are very
similar.

1. Go to the Apple iTunes or Google Play store and download the Mi-Token app.

2. Get in touch with your system administrators and ask for a smart phone token. They will
send you an email containing a URL.

3. Launch the app.

Initialization Required

mi

Your Mi-Token application
needs to be initialized. If you
have already received an email
or SMS from us, please open the
URL. If you have not been sent
it, you need to visit your
company's provisioning page.
Contact your admin for details.

Import Close

Figure 52. Mi-Token app initialization (Android)
You now have the choice of methods.

If your smart phone can receive emails
This method is known as the v4 method.
4, On the smart phone, receive the email, which will have content similar to this:

Please open this 1link on your mobile device:
Set up smartphone token app

5. Click the hyperlink. The smart phone downloads resources.

Initialize Mi-Token Mi-Token

mi | Mi

Downloading resources... _
]

FEETII I E IS

Figure 53. Mi-Token app downloading, and ready (Android)

When it is finished downloading, it displays a 6-digit token. If you requested a custom
logo, this will now appear on the app.
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If your smart phone cannot receive emails
This method is known as the v4 hybrid method.
4, On any device, receive the email, which will have content similar to this:

Please open this 1link on your mobile device:
Set up smartphone token app

5. Click the hyperlink. A web page opens, requesting an 8-digit code. This web page is the
same as used for the Desktop Token, that is, Figure 34.

6. Press Import on the smart phone screen (Figure 58). The smart phone displays an
8-digit code.

Importing Token

111

To activate this token, please
enter the code below into your
company's provisioning system.

Code is: 68798679

Figure 54. Mi-Token app activation code (Android)

7. Enter this code into the website and click Close on the smart phone.
The smart phone displays a 6-digit number.

The 6-digit number is the token which you must use, along with your password, to
authenticate yourself when you log in remotely.

This 6-digit token is calculated by combining the fixed seed with the current clock time.
Because the token depends on the current clock time, it changes periodically and has a
limited life.

When you see the 6-digit token...
The smart phone app is now ready for use.

Your organization’s servers and your smart phone now share certain secure information,
known as a seed. In the future, when you try to log in, the server will, by an indirect process,
verify this information and be 99.999% certain that it is you that is logging on.

Smart phone app with the Mi-Token Intranet Provisioning
Website

You will need the Mi-Token Intranet Provisioning Website and your smart phone. Note that the
Mi-Token Intranet Provisioning Website is only available on your organization’s intranet.

There are two ways to set up the smart phone app; one requires your smart phone to be able
to receive email (via webmail if necessary) and one does not.

/®  To set up the smart phone app using the Mi-Token Intranet Provisioning Website

1. Browse to the Mi-Token Intranet Provisioning Website URL and log in. Click on the
Provision Smartphone Token icon.
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Mi-Token's Self Service Token Portal

Instructions Check that your Windows user information is correct
* Weicome to the Mi-Token

Soft-Token deployment page
* Please confirm that your Username: Pat Smith (PatSmith)

information is listed correctly.

You may have an opportunity to .

change the information in the Email: da@gmail.com
next step; if not, please contact

your service desk.

Log Out
Before we Begin

To successfully set up Mi-Token on your the apply:

« Data access (i.e. internet) is required to download the Mi-Token application. Please check with your mobile
network operator if you're unsure.

« You can deploy by email . Please check above that we have the correct email address and that you can
receive emails from this address on your smartphone.

« If you experience difficulties, please contact the Customer Service Center at 1-877-724-8272.

== Step 1 Step 2 Step 3 |
- B Prerequisites > piN selection 2 Download token

Figure 55. Mi-Token Intranet Provisioning Website

2. Click NEXT.

[B=8 BER ==
f @ Token Management x‘\ +

4 & nips//192.168.89.54/mitoken/d

&) Most Visited | . Getting Started || ASX share prices Delete

Mi-Token's Self Service Token Portal

Instructions Setting a pin is required

* Your administrator has
configured this Mi-Token
instance to accept PINs for all
soft-tokens.

PIN: [ssssnsss |

Log Out

Prerequisites < PIN selection Download token

Figure 56. Mi-Token Intranet Provisioning Website requesting a PIN

3. Enter a PIN of your choosing. Despite the name, this PIN may contain alphanumeric
characters.

Click NEXT.

Mi-Token's Self Service Token Portal

Instructions Send a download link to your device

« Open email or text message on
your smartphone, click on "Set
up Smartphone token app" and
fallow the instructions provided. Email: da@gmail.com

Log Out

Send link via Email

Email will go to
da@gmail.com

m Step 1 > Step 2 > Step 3
Prerequisites < PIN selection < Download token

Figure 57. Mi-Token Intranet Provisioning Website about to send initialization link
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The website offers to send a link via email.
4. Click Send link via Email.
5. Go to the Apple iTunes or Google Play store and download the Mi-Token app.
6. Launch the app.

Initialization Required

mi

Your Mi-Token application
needs to be initialized. If you
have already received an email
or SMS from us, please open the
URL. If you have not been sent
it, you need to visit your
company's provisioning page.
Contact your admin for details.

Import Close

Figure 58. Mi-Token app initialization (Android)
You now have the choice of methods.

If your smart phone can receive emails
This method is known as the v4 method.
7. On the smart phone, receive the email, which will have content similar to this:

Please open this 1link on your mobile device:
Set up smartphone token app

The hyperlink will be quite long, and will start with the domain mobile.mi-token.com.

8. Click the hyperlink. The smart phone downloads resources.
Mi-Token

Initialize Mi-Token

mi [ M

FEETII I E IS

Figure 59. Mi-Token app downloading, and ready (Android)

When it is finished downloading, it displays a 6-digit token. If you requested a custom
logo, this will now appear on the app.

If your smart phone cannot receive emails

This method is known as the v4 hybrid method.

7. On any device, receive the email, which will have content similar to this:

Please open this link on your mobile device:
Set up smartphone token app

8. Click the hyperlink. A web page opens, requesting an 8-digit code.
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9. Press Import on the smart phone screen (Figure 58). The smart phone displays an
8-digit code.

Importing Token

mi

To activate this token, please
enter the code below into your
company's provisioning system.

Code is: 68798679

Figure 60. Mi-Token app activation code (Android)

10. Enter this code into the website and click Close on the smart phone.
The smart phone displays a 6-digit number.

The 6-digit number is the token which you must use, along with your password, to
authenticate yourself when you log in remotely.

This 6-digit token is calculated by combining the fixed seed with the current clock time.
Because the token depends on the current clock time, it changes periodically and has a
limited life.

When you see the 6-digit token...
The smart phone app is now ready for use.

Your organization’s servers and your smart phone now share certain secure information,
known as a seed. In the future, when you try to log in, the server will, by an indirect process,
verify this information and be 99.999% certain that it is you that is logging on.
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Using the smart phone app

This is the procedure to follow when you need to authenticate yourself during a remote log in.

1. In the course of attempting to log in, your organization’s portal or gateway system will
ask you for a token. Launch the Smart phone app, either from the Windows Start menu
or via the desktop icon.

2. Type into the authentication screen
® your user name
e your password
e if your administrators have determined that it is required, your PIN
e the 6-digit number from the smart phone app

You may need to concatenate the password, PIN and 6-digit number. Your
administrators will advise.

3. Proceed with the login procedure.

Other actions with the smart phone app

The smart phone app has numerous options. To access them press the menu button.
Mi-Token

u
Time Check Mi-Token Preferences
Import Token Select Token

>

Help bou

Figure 61. Smart phone app, showing the menu
Time check

Recall that the token is calculated from a seed and the current clock time. This means that if
your computer clock deviates from the correct time, the token will not match with the
server’s. This option forces the smart phone app to check its time with Internet time servers
(known as NTP servers).

Import Token

This option initiates a repeat of the v4 hybrid process, using an 8-digit code. You can use this
option if the server loses synchronization with you.

Help

This option is intended to deliver helpful information.

Mi-Token Preferences

This option enables you to remove your identity from the smart phone app. You might use
these functions if you are giving your smart phone to a colleague.
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Select token

This option synchronizes the smart phone with a time server.

About

This option displays useful information about the Mi-Token product.
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All-on-one-machine installation

The all-on-one-machine installation adds Mi-Token Reporting and the Mi-Token Intranet
Provisioning Website feature, and, like the minimal installation, is deployed on a single
machine.

It is straightforward to progress from a minimal to an all-on-one-machine installation.

You may choose to use the Installation checklists as an aid in working through the process.

6.1 Mi-Token Reporting

Mi-Token Reporting consists of three major components:
e An SQL Server database, for which you will need an ODBC driver.

e The Event Collector Service (sometimes referred to as just the Collector Service). This
collects data from an NT event log and writes it to the SQL database .

e The Reporting website. This reads information from the database and processes it into a
useful format.

These three components may be installed on the same machine or separate machines.

Installing the ODBC driver and Mi-Token Reporting

Note that you may use SQL Server browser service for Remote Instance discovery if you wish.

/@  Toinstall the ODBC driver and Mi-Token Reporting

1. Ensure that all prerequisites have been installed on the server. They are listed at
Prerequisites.
2. Ensure that a database is present in SQL Server with name Mi-Token or MiToken.

Mi-Token currently supports SQL server 2005, 2008, 2012 and 2014. The database may
be on any accessible machine.

3. Configure the firewalls to permit:
e HTTPS traffic, which is on port 443 by default
e TCP traffic on the SQL Server port, which is 1433 by default

e UDP traffic on port 1434, used by the SQL Server Browser service during Reporting
setup only — this is optional

Refer to Ports and protocols table.

4. Ensure that you are logged in with an account that has local administrator and SQL
Server administrator privileges.

5. Double-click the Mi-Token Reporting installer, downloaded under Download the Mi-
Token software. Its name is Mi-Token Reporting Setup_64bit.exe orsimilar.
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Mi-Token Reporting Setup 4.3.7.5 Setup. [= o [

Mi-Token Reporting Setup 4.3.7.5

Welcome

This package will install Mi-Token Reporting Setup 43.7.5 on your
computer. Prier to installation it will check if Microsoft .NET Framework 4.0
@and Microsoft ODBC driver are installed. The Framewerk will be
downloaded and installed if required. The ODBC driver is embedded into
installer and will be deployed if needed.

On Windows 2002 R2 or later Microsoft ODBC Driver 11 will be deployed
providing connectivity to SOL Server 2005-2014, otherwise Microsoft Native
Client for SQL Server 2008 R2 is used limiting connectivity up to this
version. Click Install ta continue or Close to exit,

Build 43.7313.0

Install lose

Figure 62. Reporting Setup welcome

6. Click Install.

If an ODBC driver is not already present, the installer will install it.

Mi-Token Reporting Setup 4.3.7.5 Setup = =] =
i) Microsoft ODBC Driver 11 for SQL Server Setup -

welcome to the Installation Wizard for ODBG Driver
11 for SOL Server

Setup helps you instal, modify or remove ODBC Driver 11 For 55U
server, To continue, click Hext,

WARNING: This programis protected by copyright law and
international treaties,

Tancel

(Standard Windows dialog box)
Figure 63. ODBC driver welcome dialog box

7. Click Next>.

1 Microsoft ODBC Driver 11 for SQL Server Setup .

License Agreement

Flease read the following license agreement carefuly.

IMICROSOFT SOFTWARE LICENSE TERMS
IMICROSOFT ODBC DRIVER 11 FOR SQL SERVER

These license terms are an agreement between Microsoft Corporation (or
lbased on where you live, one of its affiliates) and you. Please read them,
They apply to the software named above, which includes the media on which
lyou received it, if any. The terms ako apply to any Microsaft

o updates, v

e

Ido nok accept the kerms in the license agreement

<Bark  |[  mextr |[ cenesl

(Standard Windows dialog box)
Figure 64. ODBC driver end-user license agreement

8. Read the end-user license agreement. If you accept the terms, proceed to install the
ODBC driver.

7] Microsoft ODBC Driver 11 for QL Server Setup =] Microsoft ODBC Driver 11 for QL Server Setup B [y Microsoft ODBC Driver 11 for QL Server Setup =
Feature Selection Ready to Install the Program Completing the ODBC Driver 11 for SOL Server
Select the prog- i festures you mouki b to retsl Setun i ready tabegn rtalsbon installation

ik an e it Felowing I bo change bow a Festure i rtaled.
Fasturs descrotion

- ‘Sekup has installed OOB Driver 11 for 50U Server successfully, Cick
E‘ =] oo ortvee for 5 servar 08 ARSI o vt o e charos i of your st setngs, ik Back. Chk cancelto R

sk Sebp.

ik sl o bog the rstalation

Instalaton path ~ ’

<ma | wa> Cancal ETN | - Corce |

(Standard Windows dialog boxes)
Figure 65. ODBC driver installation

When the ODBC driver is installed, the installer will proceed to Reporting Setup.
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Mi-Token API Service 4.3.7.5 Setup ==L =
N5 Mi-Token APl Service Build 4.3.7509.0 Setup ==

End-User License Agreement
- -token
Plzase read the Fallowing license agresment carefully

ENDVUSER LICENSE AGREEMENT FOR Mi-Token Authentication
Software

IMPORTANT READ CAREFULLY: This Mi-Token Inc End-User License
Agreerment ("EULA" is a legal agreement between you (gither an
individual or a single entity) and Mi-Token Inc for the Mi-Token Inc

software product identified above, which includes computer software and
may include associated media, printed materials, and "online" or
electronic docurmentation ("SOFTWARE PRODUCT"). You agree to be
bound by the terms of this EULA. If you do not agree to the terms of this
EULA, do not install or use the SOFTWARE PRODUCT; you may, v

[]1 accept the terms in the Licenss Agreement

it | [ Back Hext [ caneel |

Cancel

Figure 66. Reporting Setup end-user license agreement

9. Read the end-user license agreement. If you accept the terms, place a checkmark in the
box and click Install.

The installation continues. The wizard completes. Click Finish.

) Mi-Token Reporting Setup Build 4.3.7513.0 Setup

== Mi-Token Reporting Setup 43.7.5 Setup [=To
. Completed the Mi-Token Reporting Setup m . toE l
m to e Build 4.3.7513.0 Setup Wizard £

Click the Finish button to exit the Setup Wizard.

Mi-Token Reporting Setup 4.3.7.5
Setup Successful

gack | Enen ] Cancel

Launch Close

f
&

Figure 67. Reporting Setup wizard completed, Reporting setup successful

At this point you can launch Mi-Token Reporting by clicking Launch. However, to

relaunch it later, use the Reporting Setup shortcut icon, created by the installer and
accessible from the Windows logo key.

10. Click Launch.
@ Mi-Token Reporting Setup [= = ]
Tool to finalize initial setup and facilitate configuration changes.

I\ Database |

SOL Server
ODEC data source: ot available Schema version
Server nat available Current: o data
Datahase: nat available Latest 20
Authentication not available

Uparade
Primary Mi-Token Server

Host: win-cs3Bovtvieh mi-docs local Status: Orline

LDAP part: 5000
Directory Type:  LDS

Figure 68. Reporting Setup tool

11. Click Create Data Source. The New ODBC Data Source dialog box opens.
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Drescription: ‘Dala source for Mi-Token reporting database |

service,

< Back

{mi Data Source Setup Wizard |;Ii-
New ODBC Data Source
Flease complete the following details m
MName: ‘M\-T oken |
Server Type: ‘ SOL Server v | Use Windows Authentication

Serverilnstance; ‘WIN-UTTIN?\KLSD\SQLSEHVEHEUUEHZ vl @ PRemote instances disoovery

Mote: Remate instance discovery depends on SEL Server Browser

Tip: If the details of the instance are known then it can be typed in
the Serverhnstance box without waiting for the discovery to finish,

Figure 69. New ODBC Data Source

The tooltips on this dialog box are listed here for convenience:

Name

ODBC DSN to be used by Mi-Token Reporting. The characters ‘=" and ;' cannot be used.

Server Type

RDBMS type. Currently only SQL Server is supported.

Server\Instance

The name of the server hosting SQL Server separated by backslash from SQL Server

instance name. For example: MyHost\Mylnstance or 111.111.3.4\5ql123

The default instance name MSSQLSERVER is suppressed if found with only the server
portion shown. If the server portion matches local computer name, then it is replaced

with (local).

Description

Description for Mi-Token ODBC DSN.

Use Windows Authentication

Windows Authentication

Use credentials of the current user to connect to the database. At run-time the

credentials of the NETWORK SERVICE account are used instead.

SQL Server Authentication

Always use username and password typed into Credentials Dialog displayed next.

Remote instances discovery

Once discovery finishes, the animated icon is replaced with green checkmark if remote
instances are found, otherwise gray checkmark is used.

Note also the instructions at the bottom of the dialog box:

Note: Remote instance discovery depends on SQL Server Browser service.

Tip: If the details of the instance are known then it can be typed in the Server\Instance
box without waiting for the discovery to finish.

If you choose to use Windows authentication but there is no SQL Server in the current domain,
the installer will invite you to switch to SQL Server authentication.
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Mi-Token Reporting Setup *

The computer hosting SOL Server cannot be found within the current
domain, Would you like to switch to SOL Server Authentication?

Figure 70. SQL Server cannot be found in the current domain

In this case, installer will uncheck the box on the New ODBC data source dialog box.

12.  Select and connect to your database.

Data Source Setup Wizard =18 -

New ODBC Data Source
Please select the database

Database: Mi-Token h

‘ < Back ” Nexst > || Cancel

Figure 71. Select the database

13. Click Next> and complete the installation.

(i Data Source Setup Wizard |L|i-
@l - toke

New ODBC Data Source

Finished successfully.

Figure 72. ODBC data source successfully installed

Configuring Mi-Token Reporting

/®  To configure Mi-Token Reporting

1. Click OK. The installer restarts and when it does, the Reporting Setup dialog box now
has three more tabs.
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L Mi-Token Reporting Setup |L|i-
Tool to finalize initial setup and facilitate configuration changes.

{ @ Database | N\ RapIUS Serversl I\ Event Collectar | I\ Reporting Website|

SOL Server

ODEC data source: Mi-Taken Schema version

Server. WIN-UTTINTIKLSONSQLSERY  Cunent: 20
Database: Mi-Token Latest 20
Authentication SOL Server
Upgrade
Edit Data Source

Primary Mi-Token Server

Host. win-cs3bovtvieh.mi-docs.local Status: Online
LDAP port: 5000
Directory Type:  LDS

Figure 73. Reporting Setup dialog box with 4 tabs

2. Inspect the Reporting Setup dialog box, Database tab. If the current version is not the
latest, click Upgrade to bring the schema up to date. When successful, the current
schema version will reflect the latest schema version.

3. Register a new RADIUS server. To do this, select the RADIUS Servers tab, click Add...
and fill in the details.

Mi-Token Reporting Setup =] 1= -
Toolto finalize sl setup and fasilitate configuration shanges.

& Datghase| @ RADIUS Servers | 1 Event Colletor | (1Y Reporing Websie

Collector Service pulls everts from Mi-Token event log on servers:

Name ADAM/LDS Part

T

show file

HiTokenBventltils_ exe -a allow-read -1
“Mitoken,Mitohen Heartheats® --sid 131

Figure 74. RADIUS Server tab: added a RADIUS server

By default, a new server grants permission to the Event Collector Service (which you will
install in the next process by using the Event Collector tab) so that it can collect event
messages — but only if the Event Collector Service is running on the same machine,
which is assumed here in the context of an all-on-one-machine installation.

The material in the bottom part of the dialog box (Set up event log permissions...) is
relevant to servers which are not on the same machine as the Event Collector Service.
More information is presented in the context of a replica installation, under Installing a
replica authentication server, and in particular, step 6.

/®  To add, edit or remove RADIUS servers

3. Add, edit or delete entries by using Add..., Edit... and Delete....

Installing the Event Collector Service

I[S] To install the Event Collector Service

1. Still on the same dialog box, go to the Event Collector tab.
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@ Mi-Token Reporting Setup == -

| @ Database | @ RaDIUS Servers |24 EveniCoieciar] 1\ Repating Webste

Collector Service puiks events fiom biT aken event lngs into the database

Currently installed version: ~ None.

Buid avaiable: 4375130

Serice account
Mame:  MiToken Event Colectar Senvies
hecourt: [Nal avalable
Beeount added lo database ol No - [noolher accounts]
Aceount added to dreclo ole. No  [other accounts)

Fix

Vmallay

Figure 75. Reporting Setup — Event Collector tab

Click Install.

Mi-Token Event Collector 4.3.7.7 Setup [= = [mse|

Mi-Token Event Collector 4.3.7.7

m. OKE Welcome

Setup will install Mi-Token Event Collector 4.3.7.7 on your computer. Prior
to installation it will check if Microsoft .NET Framewerk 4.0 and Microsoft
Redistributable Package for Visual C++ 2010 SP1 are installed. The
Framework will be downloaded and installed if required. The Package is
embedded into installer and will be deployed if needed. Click Install to
continue or Close to exit.

Build 4.3.7383.0

Figure 76. Event Collector Service installer

Click Install. The installation wizard starts.
Mi-Token Event Collector 43.7.5 Setup \;lilLl‘

1 Mi-Token Event Collector Build 43.7513.0 Setup | = | =[Gl

Welcome to the Mi-Token Event Collector
Build 4.3.7513.0 Setup Wizard

The Setup Wizard wil install Mi-Token Event Collector Buid
4.3.7513.0 on your computer. Click Next to continue or
Cancel to exit the Setup Wizard.

\
Figure 77. Event Collector setup wizard

Click Next.
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1 Mi-Token Event Collector Build 4.3.7513.0 Setup SEIES
End-User License Agreement t I
Please read the following license agreement carefully m . 0 < e n

END-USER LICENSE AGREEMENT FOR Mi-Token Authentication
Software

IMPORTANT READ CAREFULLY: This Mi-Token Inc End-User License
Agreerment ("EULA" is a legal agreement between you (gither an
individual or a single entity) and Mi-Token Inc for the Mi-Token Inc

software product identified above, which includes cormputer software and
may include associated media, printed materials, and "online” or
electronic documentation ("SOFTWARE PRODUCT"). You agree to be
bound by the terms of this EULA. If you do not agree to the terms of this
EULA, do not install or use the SOFTWARE PRODUCT, you may, v

[[17 accept the terms in the License Agreement;

Figure 78. Event Collector end-user license agreement

5. Read the end-user license agreement. If you accept the terms, place a checkmark in the
box and click Next.

The installation continues. When the wizard completes, you will see this dialog box.

) Mi-Token Event Collector Build 43.7513.0 Setup | = | = [L]|
Custom Setup I
Select the way you want features o be installed, m - tO < E n

Click the icons in the tree below ko change the way Features will be installed,

= -- All components All components
e — | 'I Event Collector Service

This Feature requires OKB on your
hard drive. It has 1 of 1
subfeatures selected. The
subfeatures require 1064KE on your

hard drive.
Lo ation: C:iProgram FilesiMi-TokemEvent Collectory,
| Reget ” Disk Usage ‘ | Back ” Mexk || Cancel

Figure 79. Event Collector installer, showing the installation options

In the central choice pane, click the drop-down box next to All components.
6. Select Entire feature will be installed on local hard drive. Click Next.

7. Click Install. The installation proceeds and displays this dialog box.
@ Mi-Token Event Collector 4.3.7.5 Setup HEILI‘
Mi_{ 2 Mi-Token Event Collector Build 43.7513.0 Setup [= [ S|

@) -toke

Completed the Mi-Token Event Collector

SetL Build 4.3.7513.0 Setup Wizard

Click the Finish button to exit the Setup Wizard,
Mi-Tok

Cancel

]

Figure 80. Event Collector installation wizard completed

8. Click Finish. Click Close.

70 Mi-Token Enterprise Edition Installation and Administration Guide v1 © 2014 [@-token



Chapter 6, All-on-one-machine installation. Mi-Token Reporting

Installing the Reporting website

The Reporting website uses HTTPS and therefore requires HTTPS binding for the IIS website,
which in turn requires a certificate. The installer generates a self-signed certificate and places
it into Windows certificate store. Then it examines IIS settings, specifically the default website
bindings. If no HTTPS bindings are found, the installer creates one. You can edit the binding
later on and replace the self-signed certificate with the one signed by your Enterprise
Certificate Authority or by Root Certificate Authority.

/®  To install the Reporting website

1.

2.

3.

On the Reporting Setup dialog box, go to the Repo

rting Website tab and click Install.

@ Mi-Token Reporting Setup Tool [= =
Please use this tool to set up Mi-"oken reporting. Refresh
D Ditobaso | @ RADIUS Sorvers | @ Evont Collostor | L Reporing Webste |
Thisis the main interface to Ni-Token Logging. Auditing and reporting.
Currently installed version: None
Version available: 4366828
Virtusl Directory: None
NOT AVAILABLE Change.

{no otheraccounts)
(no other accounts)

Fix

Figure 81. Install Reporting website

On the Mi-Token Reporting Website setup welcome dialog box, click Install.

i Mi-Token Reporting Website Build 4.3.7513.0 Setup I;IE-

Please read the Mi-Token Reporting Wehsite

m 4 to (e Build 4.3.7513.0 License Agreement

END-USER LICENSE AGREEMENT FOR Mi-
Token Authentication Software

IMPORTANT READ CAREFULLY: This Mi-

Token Inc End-User License Agreement

("EULA" is a legal agreement between you

(either an individual or a single entity) and Mi-
Token Inc for the Mi-Token Inc software product
identified above, which includes computer
software and may include associated media,
printed rmaterials, and "online” or electronic
docurnentation ("SOFTWARE PRODUCT"). You
agree to be hound by the terms of this ELILA I [~

I accept the terms in the License Agreement

| Cancel |

Figure 82. Reporting end-user license agreement

Read the end-user license agreement. If you accept the terms, place a checkmark in the

box and click Next.

The installation proceeds and displays the IIS Settings dialog box.
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1 Mi-Token Reporting Website Build 4.3.7513.0 Setup [= [= |

m' oKe IIS Settings

Virtual Path |m\tnken—repur{s

Pool name |M\—Tnken Repaorting Pool

Mote: The virtual path will be set up ko use Windows
authentication and require SS5L with access limited to
Domain Administrators,

[ Back Install | | Cancel |

Figure 83. Reporting IIS Settings

Notice that access to the reports will be limited to domain administrators.

4. Click Install and proceed through the installation. When the installation is complete,
you will see this dialog box.
Mi-Token Reporting Website 4.3.7.5 Setup - (o

Mi-Token Reporting Website 4.3.7.5
i Hl
Setup Successful

Figure 84. Reporting installation successful

5. Click Close.

6. Optionally, check that you have an SSL certificate and that HTTPS bindings have been
added to the IIS server.

Mi-Token Reporting is now set up and ready for use. Browse to
https://localhost/mitoken-reports

Your report will look like Figure 85.

=l
(Yo o 1= o —— AL
| crapnicai Reportg | vewteeporg | .. ... |

Mi-Token Logging, Auditing and Reporting

~ Token suditogs

Figure 85. Sample Mi-Token Reporting website
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6.2 Mi-Token Intranet Provisioning Website

Before you install the Mi-Token Intranet Provisioning Website, you must have an AD LDS
instance running, and have run the MI-Token RADIUS plugin installer (or possibly the API
installer) somewhere in the current domain.

The instructions here describe how to install a basic Intranet Provisioning Website. Advanced
material is given under Intranet Provisioning Website advanced topics.

Installing the Mi-Token Intranet Provisioning Website

The Intranet Provisioning Website uses HTTPS and therefore requires HTTPS binding for the IS
website, which in turn requires a certificate. The installer generates a self-signed certificate
and places it into Windows certificate store. Then it examines IIS settings, specifically the
default website bindings. If no HTTPS bindings are found, the installer creates one. You can
edit the binding later on and replace the self-signed certificate with the one signed by your
Enterprise Certificate Authority or by Root Certificate Authority.

/®  Toinstall a Key Encryption Key

A The Key Encryption Key is critical to your security, because, as the name suggests, it is used to
encrypt other keys in transit. Your AD LDS installation contains, by default, a KEK and so, if you are
performing an evaluation, you may use this one. However, the default KEK is not secret and so, if
you proceed to a production deployment, you must obtain a secure KEK and install it.

1.
2.

Obtain a Key Encryption Key (KEK) from Mi-Token. Store it in a convenient location.

From the Windows Start desktop, launch Active Directory Users and Computers. A
Tokens node is visible in the tree in the left pane.

Right-click on the tokens node and select Import.... An import wizard appears.

Browse to and select the Key Encryption Key (KEK), supplied by Mi-Token, Inc. Select
Next and complete the wizard. The key will be imported.

/®  Toinstall the Mi-Token Intranet Provisioning Website

Fiy For security reasons, the website must be installed on an internally accessible web server only.

1.

Ensure that Internet Information Services (IIS) is installed. The website does not have to
be installed on the same server running the AD LDS instance but it must reside in the
same domain where AD LDS instance is found.

Double-click the Mi-Token Intranet Provisioning Website installer, downloaded under
Download the Mi-Token software. Its name is Mi-Token Intranet Provisioning
Website 64bit.exe orsimilar.

The default settings may be used throughout the install process.
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3.

Figure 87. Mi-Token Intranet Provisioning Website end-user license agreement

4.

5.

Figure 86. Mi-Token Intranet Provisioning Website welcome

Click Install.

Mi-Token Provisioning Website 4.3.7.5 Setup [= o [

Mi-Token Provisioning Website

Welcome

Setup willinstall Mi-Token Provisioning Website 43.7.5 on your computer.
Prior to installation it will check if Microsoft NET Framework 4.0 is installed.
The Framework will be downloaded and installed if required. Click Install to
continue or Clese to exit.

Build 43.7509.0

The installer starts and displays the end-user license agreement.

£ Mi-Token Provisioning Website Build 4.3.7509.0 Setup [= = ]

Please read the Mi-Token Provisioning Wehsite

m .toke Build 4.3.7509.0 License Agreement

END-USER LICENSE AGREEMENT FOR Mi-
Token Authentication Software

IMPORTANT READ CAREFULLY: This Mi-

Token Inc End-User License Agreement

("EULA"Y is a legal agreement between you

(either an individual or a single entity) and Mi-
Token Inc for the Mi-Token Inc software product
identified above, which includes computer
software and may include associated media,
printed materials, and "online” or electronic
documentation ("SOFTWARE PRODUCT"). You
aoree to be bound by the terms of this EULA If [~

1% aceept the terms in the License Agreement,

Read the end-user license agreement. If you accept the terms, place a checkmark in the
box and click Next.

The installation continues.

Figure 88. Mi-Token Intranet Provisioning Website IIS settings

Click Install. The installation continues. You will see this dialog box.

£ Mi-Token Provisioning Website Build 4.3.7509.0 Setup [= = ]

m' OKe IIS Settings

Virtual Path  |mitaken
Poolname  |Mi-Token Provisioning Pool

Hote: The virtual path will be set up to require S5L.

[ Instal ] Cancel |

Bock
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6.

10.

11.

Mi-Token Provisioning Website 4.3.7.5 Setup =|a| *

Mi-Token Provisioning Website
i {1

15 Mi-Token Provisioning Website Build 4.3.7509.0 Setup [ = [ & =N
Sef
m . to e Completed the Mi-Token Provisioning

MiT Website Build 4.3.7509.0 Setup Wizard

Click the: Finish button to exit the Setup Wizard.

Back Cancel

Figure 89. Mi-Token Intranet Provisioning Website wizard complete

Click Finish.

Mi-Token Provisioning Website 4.3.7.5 Setup ILIE-

Mi-Token Provisioning Website
{l)-foke

Setup Successful

Figure 90. Mi-Token Intranet Provisioning Website setup successful

Click Close.

Browse to the website, which by defaultis https://<host>/mitoken/, where
<host> is the name of your host.

You may see a page stating that the website does not have sufficient rights to access the
AD LDS folder. It will also give a command to run in a command window. Run it with
elevated privileges. The access right will then be granted to the website.

At this stage you may see a message saying that there is no deployment method
enabled for the currently logged-on user. This means that the currently logged-on user
does not have an email address and/or mobile phone number in Active Directory. For
the website to work, the logged-on user must have an email address and/or mobile
phone number configured in Active Directory.

You should now see the Mi-Token Intranet Provisioning Website and be able to log in.
Follow the instructions on the page if you wish to provision a soft token.
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[ YO [ ——— o X

Instructions Please select an action

- Welcome to Mi-Token's Self
Service Token Portal

Instructions inside this panel will '_._ o ) | . !
help guide you through this site. Provision Smartphone Token Assign Desktop Token

- Smariphone tokens can be
installed on your iPhone,
Android, Blackberry, and 7, Manage Tokens
Windows Phone using this
website or by your
administrator.

- Please select the process you
wish to undergo.

Mi-Token's Self Service Token Portal

Log Out

Figure 91. Mi-Token Intranet Provisioning Website

12.  Optionally, check that you have an SSL certificate and that HTTPS bindings have been
added to the IIS server.

You now have a functioning Intranet Provisioning Website. If you wish to familiarize yourself
with it, you may proceed to do so.

Before publishing it for use in your company, you will probably need to configure it.For
example, if you require the Assign Desktop Token feature, you must ensure that version 5 has
been set in the customer.settings.config file. Configuration information is provided
under Intranet Provisioning Website advanced topics.

Fiy Note also that if you chose to use the default Key Encryption Key and not to import one obtained
from Mi-Token, you must do so before putting Mi-Token into production.
I Publishing the Mi-Token Intranet Provisioning Website
I
You may now use the Mi-Token Intranet Provisioning Website to generate tokens, or just by
way of testing.
After you have tested the system and are satisfied, you may also publish the link to this
website to your users, so that they may provision their own mobile soft tokens.
Notes:
e Access to this website must be via your Intranet only.
e Remember to replace localhost or 127.0.0.1 with the true address of the computer
the website is installed on.
e Publish the URL (with HTTPS).
| End-user instructions
I
Instructions your end-users will follow to set up and use tokens are collected together in a
single Chapter, Mini-manual for end-users. You will probably want to try them first.
6.3 Summary
You have now installed a Mi-Token 2-factor authentication system with substantially enhanced
functionality. Not only can you now require your users to enter a token as part of the
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authentication process, but you have made available to them a special-purpose website which
enables them to assign their own soft tokens. You also have a powerful reporting tool.
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Intranet Provisioning Website advanced topics

The advanced configuration of the Intranet Provisioning Website is done by modifying three
configuration files

e customer.settings.config

The structure and syntax of this file is described immediately below under The
configuration file customer.settings.config.

e sensitive.settings.config

The structure and syntax of this file is described under The configuration file
sensitive.settings.config.

e customer.SMTP.config.

The structure and syntax of this file is self-explanatory.

7.1 Configuring the Intranet Provisioning Website

/®  To configure the Intranet Provisioning Website

1 Browse to C: \Program Files\Mi-Token\Intranet Provisioning
Website\Config where you will see six files. You may need to modify
customer.settings.config and possibly sensitive.settings.configand
customer.SMTP.config and you should become familiar with the structure and
syntax of these.

For details concerning customer.settings.config and
sensitive.settings.config, see The configuration file customer.settings.config.
and The configuration file sensitive.settings.config respectively.

The customer.SMTP. config file contains information relating to your email
infrastructure and is self-explanatory.

The other three files Template customer.settings.config, Template
sensitive.settings.configand Template customer.SMTP.config are, on
delivery, the same as customer.settings.config,
sensitive.settings.config and customer.SMTP.config respectively, and may
be useful for future reference.

2 Modify the files as required.

When you make a change to the configuration files, IIS will not immediately recognize the
changes. You need to go through a process known as recycling before IS recognizes the
changes.

3. Launch IIS and navigate to the application pools.
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Internet Information Services (IIS) Manager [= o=
3+ WIN-CEISOUTVEN + Agplicstan Pacls =EEN T

U'Jl Application Pools

ion pecls ore ussaciated with worker prosesses, cantain

K Remave

Ready View Agplications

@ Hep
Online Help

Figure 92. IS, showing application pools

4. Right-click on Mi-Token Provisioning Pool. Select Recycling....

5. Right-click on Mi-Token Reporting Pool. Select Recycling....

7.2 Intranet Provisioning Website configuration files

The configuration file customer.settings.config

The customer.settings.config fileis by defaultin C:\Program Files\Mi-
Token\Intranet Provisioning Website\Config.

This section describes the customer.settings.config file in detail.
The configuration file is an XML file with a very limited repertoire of tags, as listed below.

Setting explanations are below items and are grouped by functions.

Create and require a PIN

Provide users the option to create and require a PIN after logging into the Mi-Token Intranet
Provisioning Website.

<add key="Enable PIN" value = "false" />

Compulsory PIN

Enable compulsory creation and use of a PIN in addition to a username and password when
logging into the Mi-Token Intranet Provisioning Website.

<add key="Require PIN" value = "false "/>

e Cross-dependency: Enable PIN must be set true.

Numeric PINs
Force PINs to be numeric when PINs are enabled.
<add key="Numeric Password" value="false"/>

e Cross-dependency: Enable PIN must be set true.

PIN size

The minimum number of characters that can be used for the Mi-Token Intranet Provisioning
Website PIN.

<add key="Token Min Pin Length" value="n"/>
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The maximum number of characters that can be used for the Mi-Token Intranet Provisioning
Website PIN.

<add key="Token Max Pin Length" value="n"/>

Unassign tokens
The option to unassign your own tokens in the Manage Tokens page.
<add key="Enable Unassign" value="false" />

e Cross-dependency: Enable Management must be set true.

Token management
Enable the token management page on the Mi-Token Intranet Provisioning Website.

<add key="Enable Management" value="true" />

Back to homepage when a token is assigned

Redirect users back to the Mi-Token Intranet Provisioning Website homepage when a token is
successfully assigned.

<add key="Back Home" value="true" />

Passcode usage rules

Force users to use a password when opening the soft-token (smart phone and tablet tokens).
<add key="Require Password"” value="true" />

Disable passwords for soft tokens.

<add key="Disable Password" value="true" />

Force users to use a numeric password for soft tokens.

<add key="Use Numeric Password" value="true" />

e Cross-dependency: the Require Password function must be enabled.

Passcode size

The minimum number of characters for a soft token password.
<add key="Minimum Password Length" value="n" />

The maximum number of characters for a soft token password.

<add key="Maximum Password Length" value="n" />

Desktop token
Minimum number of characters that can be used for a desktop token password.
<add key="Desktop Password Length" value="n"/>

e Desktop tokens (soft tokens for Windows workstation OSs) require a locally stored
password— sometimes known as a passcode — when opened. This option determines the
minimum length for such a password or passcode.

SMS is used for Two-Phase Authentication and for sending the token download link.
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Send links via SMS

Enable the option for soft-token (smart phone and tablet tokens) assigning links to be sent via
SMS as well as email.

<add key="Enable SMS" value="false" />

e Prerequisite: If you wish to use this option, additional configuration information for
SMTP or SMS server, or both, is needed. See below.
SMS body
<add key="SMS body" value="Please open: [URL]" />

e Keep the message as short as possible, as problems can arise with long SMS messages.
The length limit for SMS is 160 characters.

e Mi-Token will replace [URL] with the Mi-Token download URL.

e Mi-Token examines the parameters provided to determine how to send the message, as
follows.

e If "SMS via Email" is set, Mi-Token sends an email to the provider for SMS via
email.

e If not, and a valid MessageMedia username and password are present, Mi-Token
sends an SMS using MessageMedia.

e If not, and a valid SMS Hosted customer id is present, Mi-Token sends an SMS
using your hosted SMS provider.

e If not, Mi-Token sends an SMS via SLI.

Send SMS via email
Address of an SMS provider which forwards an email as an SMS.
<!-- <add key="SMS via Email" value = "{@}@myprovider.com" /> -->

e The config file is delivered with this feature commented out; remove the comment
characters <! -- --> to activate the feature.

e The value field must contain {0}, as shown in the example.

e Mi-Token constructs an email address by replacing {0} with the connecting user’s cell
phone number. It then sends an email to that address, with the download URL in the
body of the email.

e This method can be used for sending the token download link.
SMS gateway host and port

<add key="smsGatewayHost" value = "host name" />
<add key="smsGatewayPort" value = "port" />

e If an SMS gateway host and port appear here, Mi-Token will use them for the SMTP
server. If not, Mi-Token will obtain SMTP server information from
customer.SMTP.config.

Edit phone number
Provide users the option to edit their phone number for soft-token assigning.
<add key="Phone number editable" value=true />

e Although this may be convenient in some cases, it can result in vulnerabilities. The
config file is delivered with this feature commented out; remove the comment
characters <!-- --> to enable it.
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Email content and structure

Structure and content of the email to contain a token download link: from address, from
name, subject and body.

<add key="Email from address" value=soft-tokens@mi-token.com />
<add key="Email from name" value=IT Help Desk />
<add key="Email subject" value=Mi-Token security app - open on mobile device

/>
<add key="Email body" value="Please open this link on your mobile device:
[URL]" />

e Replace [URL] with the correct URL.
e Cross-dependency: these four keys go together as a package.

e Further cross-dependency: if you are using email, you must configure the SMTP
host/port in customer.SMTP. config.

e To disable soft-token assigning links sent via email in the Mi-Token Intranet Provisioning
Website, comment out the functions listed above using <!-- -->.

Plain text or HTML text.

<add key="plain" value=true />

Edit email address option
Provide users the option to edit their email address for soft-token assigning.
<add key="Email editable" value=true />

e Although this may be convenient in some cases, it can result vulnerabilities. The config
file is delivered with this feature commented out; remove the comment characters
<l---->to enable it.

SSL
Enable the use of SSL with SMTP (used for soft-token assigning links sent via email).
<add key="SMTP enable SSL" value=false />

e |n most cases, this value should be left as "false".

Time limit
The number of days a user can log in with their with an AD password after a password reset.
<add key="Reset validity" value="n" />

e To disable this function, set the value to zero "0".

Credential requirement types
The credential requirements to log in to the Mi-Token Intranet Provisioning Website.
<add key="Authentication mode" value="mode"/>

e The value may be domain, token, adaptive or mixed.

e If the Authentication mode is domain, authentication is by username and password.
Specify the AD server using a domain key. If the domain key is not set, it will be
automatically determined as the domain of the computer the site is running on.
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e If the Authentication mode is token, authentication is by username and token. Further,
you must set the API server key. When using this option, users with no tokens assigned
won’t be able to log in to the Mi-Token Intranet Provisioning Website and an
administrator will have to intervene.

e If the Authentication mode is adaptive, authentication is by domain auth (AD username
and password) for users who don’t have a token assigned, but by username and token
for users who do have a token assigned.

e If the Authentication mode is mixed, authentication is by domain auth (AD username
and password) only for users who don’t have a token assigned and by domain auth with
token auth for users who do have a token assigned.

e Cross-dependencies:
e If the authentication mode is domain, you must set the domain key.
e If, and only if, the authentication mode is not domain, you must set the API

server key.
Authentication domain

<add key="domain" value="domain.name" />

e The config file is delivered with this feature commented out; remove the comment
characters <!-- --> to enable it.

e Cross-dependency: only specify the domain key if the Authentication mode is domain.

API server key
Set the API server key

<add key="API server" value="server.name" />

e The config file is delivered with this feature commented out; remove the comment
characters <!-- --> to enable it.

e Cross-dependency: only specify the API server key if the Authentication mode is not
domain.
Version 4 and version 5
It is permissible to have both version 4 and version 5 enabled. In most cases, version 5 is used.
Enable version 4 settings for soft-tokens.
<add key="external URL" value="https://mobile.mi-token.com/4/" />
Enable version 5
<add key="v5 URL" value ="https://mobile.mi-token.com/5b/Default.aspx” />

e This option is required for Windows Phone 7 & 8). The config file is delivered with this
feature commented out; remove the comment characters <!-- --> to enable it.

| Proxy server
I

Proxy for outbound access from your server to the Internet.

<add key="proxyHost" value="<proxyHost>" />
<add key="proxyPort" value="<proxyPort>" />
<add key="proxyDomain" value="<proxyDomain>" />
<add key="proxyUser" value="<proxyUser>" />

e Substitute your values for the fields in <angle brackets>.

e Cross-dependency: these four keys go together as a package.
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e The password is supplied in sensitive.settings.config. See The configuration file
sensitive.settings.config.

The configuration file sensitive.settings.config

The sensitive.settings.config fileis by defaultin C:\Program Files\Mi-
Token\Intranet Provisioning Website\Config.

This section describes the sensitive.settings.config file in detail.

This file is similar in structure to customer.settings.config, but with just one key.

I
I Proxy server

* Password for the proxy server for outbound access from your server to the internet.

<add key="proxyPass" value = "password" />

e The other proxy settings are in customer.settings.config, and are described
under The configuration file customer.settings.config.

7.3 Configuring an email address for the administrator

/®  To configure an email address for the administrator
1. In Active Directory Users and Computers, navigate to your server and then to Users.

2. Double-click administrator. The Properties dialog box opens; find the email address
on the General tab.

3. Update the email address. Click OK.

7.4 Tokens by SMS

If you send tokens by SMS, you will be dealing and interfacing with a service provider and will
have to refer to that provider’s documentation.
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8 Full installation

A full installation includes the API Service and Active Directory Federation Services, and in
addition usually includes multiple RADIUS servers deployed on different machines.

It is straightforward to progress from a minimal to a minimal to a full installation. An all-on-
one-machine installation can be upgraded to a full one, but you may need to uninstall the Mi-
Token Intranet Provisioning Website or Mi-Token Reporting or both and reinstall them on
different machines.

To perform a full installation on multiple servers, first plan where the components are to be
deployed. Then, if they are not installed already, install them in accordance with the
instructions below and under All-on-one-machine installation.

You may choose to use the Installation checklists as an aid in working through the process.

8.1 Installing a replica authentication server

This is the procedure for installing a replica Mi-Token server, sometimes referred to as a
replica Mi-Token instance or a replica RADIUS server. To be precise, this process will install, on
a separate machine,

e areplica AD LDS, which will communicate and synchronize with the primary AD LDS
e the Mi-Token plugin to NPS

LDAP, Kerberos, RPC

Primary Replica

Figure 93. Primary and replica Mi-Token servers

At this point, both the primary Mi-Token instance and this replica will be able to perform
authentication. Typically, you would install replicas to provide scalability, either because of
geographic spread or because of extra load on the authentication function.

Note that the replica must be installed in the same Windows AD forest (preferably in same AD
domain) as the primary Mi-Token server. Remember to check that the prerequisites are
satisfied. In particular, it is critical that the firewall policy between the primary and replica
servers complies with Microsoft requirements for AD LDS replication.

There is no effective limit to the number of replicas you may install.
Refer to Ports and protocols table for information on ports and protocols.
/®  Toinstall a replica authentication server

1. Ensure that you are logged in with an AD LDS administrator account that also has
Domain Administrator rights.
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3.

4.

Run the Mi-Token RADIUS plugin executable, as when installing the primary RADIUS
server. The install process starts the Mi-Token AD LDS configuration wizard.

Follow the procedure under Authentication server except that, at step 6, select Create a
replica of an existing Mi-Token instance on this server.

@ Mi-Token Configuration Wizard (for the RADIUS plug-in) | = | & [l
ADAM/LDS Instance
Instance selection

O Create a new Mi-Token instance on this server

- 0
b x
@-token
= S Ph 3
® Create a repiica of an existing Mi-Token instance on this server et

O Install Into an existing local Instance:
ke itloads...

Figure 94. Create a replica

Enter the details of the new AD LDS instance and click Next>.
@ Mi-Token Configuration Wizard (for the RADIUS plug-in) l;li-

ADAM/LDS Instance x
Create a new replicated instance

b - | a
@) -token
Instance name:

LDAP patt: 5000 S Plugin.

SSL port: 5001
reitloads...

Data directory: 1C.\.ngmm Files\Mi-Token\Datzbase

[ <Back |[ Net> | [ Cancel |
Figure 95. Replica AD LDS parameters
Enter the details of the existing AD LDS instance.
i) Mi-Token Configuration Wizard (for the RADIUS plug-in) I;lﬂ.
ADAM/LDS Instance m -0 X
Replicate an existing instance

- token

S Plugin.

Please select the instance that is already hosting Mi-Token

Server Name:  [192.168.0.1 | [ Bowse...
LDAP Pot: ke itloads...
[ <Back |[ Net> | [ Cancd |

Figure 96. Replica: identify the existing instance

Configure NPS as for the primary authentication server; see Configuring the primary
server.

The primary and replica AD LDSs communicate and synchronize with each other.

Now recall from Configuring Mi-Token Reporting that a new server grants permission to
the Event Collector Service so that it can collect event messages. This is only true if the
server and the Event Collector Service are on the same machine. The replica just
installed is on a different machine and so there is an extra task to be carried out, which
is necessary to grant the Event Collector Service permission to read the information it
needs, namely events from remote servers.
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8.2

6. To achieve this, carry out the commands shown at the bottom of the Reporting Setup
dialog box, RADIUS Server tab — see Figure 74, but do not copy the commands from
Figure 74, because the installer generates a unique set of commands each time. Copy
the commands from the dialog box on your own machine.

7. You may care to check that the AD LDSs are synchronizing. You could do this most easily
just by observing whether the replica AD LDS becomes populated with the primary
AD LDS’s data. For a more detailed check, see the suggestions at Troubleshooting
replication.

Check the event log and the NPS administrative console for help troubleshooting any errors or
warnings. The installation process writes the logs in a file system, which can be used to identify
the sequence of the installation process. If installation fails, these logs are very helpful and can
be accessed from the shortcut link which appears on the installation dialog. Should you need
technical support, you may be asked to forward the logs from this folder.

Because of the synchronization between the AD LDSs, the new replica NPS, associated with the
new AD LDS, can perform authentication exactly as can the primary.

As a final note, the above has assumed that the replica NPS has the Mi-Token RADIUS plugin,
but it is fully applicable to the case where the plugin is replaced by an API Service.

Installing the API Service

The Mi-Token API provides alternate administration and authentication channels for Mi-Token,
on top of using the AD Ul (Active Directory User Interface) to manage user-token assignments
and RADIUS for authentication.

The Mi-Token API Service is an optional component of the Mi-Token solution and requires
additional licensing over that of Mi-Token Enterprise Edition. Please contact sales@mi-
token.com if your organization would like the Mi-Token Web API Service.

To install the API Service

1. Ensure that you are logged into the server with an account that has domain
administrator privileges.

2. Check that all prerequisites are in place. They are listed at Prerequisites.

3. Double-click the Mi-Token API service executable, downloaded under Download the
Mi-Token software. Its name is Mi-Token API Service_64bit.exe orsimilar.

The installation process starts a wizard. If any of the Mi-Token Enterprise Edition
prerequisites are not installed, the installation wizard will alert you as to which
prerequisites are missing and the installation process will not proceed.

Mi-Token API Service 43.7.5 Setup \;‘i-

m“ Mi-Token APl Service 4.3.7.5

Welcome

-toke

Setup willinstall Mi-Token API Service 43.7.5 on your computer. Prior to
ft soft

if required. The Package is
ill be deployed if needed. Click Install to

Build 43.7309.0

it

Figure 97. API Service welcome dialog box
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Note the instructions in the dialog box. In addition, if AD LDS is not present, the installer
will stop and wait for AD LDS to be installed.

Mi-Token API Service 4.3.7.5 Setup ==l e

4, Click Install. The Mi-Token installer launches a wizard.
% MiToken API Service Build 4375090 Setup L= = |15l

l . toiei

Figure 98. API Service setup progress

Welcome to the Mi-Token API Service
Build 4.3.7509.0 Setup Wizard

‘The Setup Wizard willinstall Mi-Token API Service Buid
4.3.7509.0 on your computer. Click Next to continue or
Cancel to exit the Setup Wizard.

—u |

5. Click Next.

Mi-Token API Service 4.3.7.5 Setup o] = =
18 Mi-Token API Service Build 4.3.7509.0 Setup l;‘i-

End-User License Agreement
-token
Please read the following license agreement carefully

[END-USER LICENSE AGREEMENT FOR Mi-Token Authentication
Software

IMPORTANT READ CAREFULLY: This Mi-Token Inc End-Ussr License
Agreement ("EULA") is & legal agreement between you (either an
individual or a single entity) and Mi-Token Inc for the Mi-Token Inc
software product identified above, which includes computer software and
may include associated media, printed materials, and "online® or
electronic documentation ("SOFTWARE PRODUCT"). You agree to be
bound by the terms of this EULA If you do not agree to the terms of this
[EULA, do not install o use the SOFTWARE PRODUCT, you may, v

[11 accept the terms in the License Adreement

pint | [ Back [ [ cancat |

Tancel

Figure 99. API Service end-user license agreement

6. Read the end-user license agreement. If you accept the terms, place a checkmark in the
box and click Next.

The Custom Setup dialog box displays.
izl Mi-Token API Service Build 4.3.7509.0 Setup -

- | O
Custom Setup
-token
Select the way you want features to be installed,

Click the icons in the tree below to change the way Features will be installed,

All companents

- =0~ | Audit Helper Service

This feature requires OKB on your
hard drive, It has 2 of 2
subfeatures selected, The
subfeatures require 19MB on your
hard drive.

Location: C:\Pragram Files\Mi-Token| APT Service)

‘ Reset H Disk Usage H Back H Mext H Cancel |

Figure 100. API Service Custom Setup

This dialog box offers you a default destination folder, and the option to change it. Mi-
Token, Inc. recommends that you retain the default presented.

7. In the central choice pane, click the drop-down box next to All components.
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8.

9.

i Mi-Token API Service Build 4.3.7509.0 Setup

@)- token

Click the icons in the tree below ko change the way Features will be installed.

Custom Setup
Seleck the way you want Features ko be installed.

All components

All components
= Wil be installed on local hard drive
=3B Entire feature will be installed on local hard drive

Will be installed to run from network R your

ER B Entire feature will be installed to run from network
N K an your

=0 Feature will be installed when required

x

Entire feature will be unavailable

Location: CIPTOOFaNT FIES|I= TOREMTAPT S8FVICe] \ﬂl
Reset ” Disk Usage | ‘ Back H et H Cancel |

B

Figure 101. API Service Custom Setup, showing the installation options

Select Entire feature will be installed on local hard drive.

==

#) Mi-Token API Service Build 4.3.7509.0 Setup

Ready to install Mi-Token API Setvice Build 4.3.75 . to |<eﬂ

Click Install bo begin the installation, Click Back to review or change any of your
installation settings. Click Cancel ko exit the wizard.

Back.

Tnstall | | Cancel |

Figure 102. API Service Custom Setup, ready to install

Proceed with the installation.
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=|o| x

@ -token

Please wait whie the Setup Wizard installs Mi-Token API Service: Build 4.3,7509.0.

i Mi-Token AP| Service Build 4.3.7509.0 Setup

Installing API Service

Status! Please complete the configuration wizard once it loads. .

ADAM/LDS Instance

O Create a new Mi-Taken instance on this server

() Create a replica of an existing Mi-T oken instance on this server

@ Installinto an existing local instance:

::'”f‘:"““"‘ m Setup Finished m Py Finished Successfully
,(:" The Mi-Token APY Service shoud be operaional
Cerligaing he Lihiveigh Disclony Sevice @ Conlepaing the Lt Diectony Senvoe
Imporing/updsting the schema @ Imponingiupdsing the schema
Ceeligaing M- Taken pasiior @ Conliguing MeT aken pasttcrs
Geneating the Inatakiation Keypask @ Geneating the Inatalion Keypais
Clck e nsc2 detgied e Clck hee n 02 cetoied by
Back [ col Bock || bty Cancel g [ o

Figure 103. API Service Custom Setup installation progress

A certificate is generated...

5 Mi-Token API Service Build 4.3.7509.0 Setup =-|a] x

@ - token

Please wait while the Setup Wizard installs Mi-Token AP Service Build 4.3.7509.0.

Installing APT Service

Status: Checking your Mi-Taken API server certificate. ..

A new Mi-Token APT Server certificate has been
generaked.

Figure 104. API Service Custom Setup certificate generated

And finally...
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s Mi-Token API Service Build 4.3.7509.0 Setup

Completed the Mi-Token API Service

BE- e

Build 4.3.7509.0 Setup Wizard

Click the Finish button to exit the Setup Wizard.

Cancel

- to

Mi-Token API Service 4.3.7.5 Setup

Mi-Token API Service 4.3.7.5

BE |

Setup Successful

rConfiguring the HTTPS port

/@  To configure the HTTPS port for the API Service

By way of background, the API Service is not served by IIS but from other Windows
components. lIS’s involvement in the API is that it retrieves the Mi-Token SSL certificate which
is needed for HTTPS. This certificate is self-signed and so Mi-Token doesn’t check it and if your
IS is serving some other website via HTTPS, you do not need the Mi-Token SSL certificate.

1. Open IIS and navigate to Server Name > Sites > Default Web Site.

2. Right-click on Default Web Site.

Note that Mi-Token uses Default Web Site. If you have other websites being served
from Default Web Site, you must make other arrangements for them.

| Internet Information Services (1IS) Manager = | = -
@0 ‘0 b OWIN-CSISOVTVIEH » Sites » DefaultWeb Site » ‘GB @~
File  View Help
Connections . Actions
r pe @ Default Web Site Home
SE=REaN] - Bl Bxplore
-4 Start Page ) Filter: - % Go - G Showll | Group by Avea -E- Edie Rerl
a gj WAM-CS35OVTVIEH (h1-DOC S administrator) Edit Site
[} Application Pools I ~ e
: s — indings...
4[] Sites 2 B = 1=y
» @ D - _!EE; \j@ @ =) 4.'35;1 \E [E] Basic Settings..
- Buthentic.. Compression  Default  Directory  ErorPages  Handler HTTP View AT
Edit Permissions.., Document  Browsing Mappings Respon.. N .
i Wiew Wirtual Directories
2 Add Application.. = = et ey =
= pplication %‘ e & Fil = 5 Manage Website &
S0 Add Virtual Directory.. =
' Logging  MIME Types  Modules Cutput Request  SSL Settings 2 Restart
Edit Bindings... Caching Filtering »
Manage Website Management ~ @ Stop
B3 Refresh D N Browse Website
Browse *:80 (http)
XK Remove Configurat..,
. Leitor Advanced Settings...
ename
Configure
2 Switch to Content Wiew Limit
@ Help
Online Help
Ready eﬁ

Figure 106. 1IS Manager - edit bindings

3. Click Edit Bindings.

(Standard Windows dialog box)
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&5 Internet Information Services (11S) Manager =[(8] x
©) [ » win-oubpakiRMNg | @ @-
File View Help
|2 |8, ;J‘ WIN-OUDDQKLRMN8 Home = <
i 8 ’ anage Server
& Start Pagz R = = 2 = & Restart
493 WIN-OUCDQKLRMNS ) 'S‘ﬁééindihg's o %
2 Applization Pools op
48] Sites
3@ Defoult Websf] | T9Pe  HostName Port I Address Binding Informa... Add.. e Applcaben Pogk
http o ew Sites
Ihange NET Framework
frsio
<t New Web Platform
lomponents
elp
nline Help
2 m 51 |[El] Features View [ Content View
Ready 9%
(Standard Windows dialog box)
Figure 107. APl install add binding
4. Click Add....
o Internet Information Services (IIS) Manager =|0] X
) ‘85 » WIN-OUDDQKLRMNE » ‘il) Do~
File View Help
“g' WIN-OUDDQKLRMNS8 Home "~ i
|8 Manage Server
5 Start Page . e — £ Restart
€5 WIN-0UDDOKLRMNS St Bindings 2] x
) Application Pools 4
— — P
St Fo ite Bindin A
= 1 [Type adoite Binding ew Application Pools
b Default Web Si
:zp Type: 1P address: Port:
L [hteps v| [All Unassigned V=] frnge:NET etk
i
Host name: let New Web Platform
‘ lomponents
elp
[ Require Server Name Indication - nciidin
SSL certificate:
Mi-Token API Server on WIN-0UDDQKLRMNG Techr | [ select. ][ Wiew. |
Not selected
Mi-Token API Server on WIN-0UDDQKLRMNB. Technica
z 5 5| [El] Features View |2 Content View
Ready L=

(Standard Windows dialog box)
Figure 108. API add site binding
5. Select Type as https, Port as 443, IP Address as All unassigned.
Select the SSL certificate as Mi-Token API Server.
6. Click OK. Click Close.
To disable Windows Authentication

Windows Authentication must be disabled. If you have other web applications being served on
the same server, you will need to make suitable arrangements.

1. As above, open IIS and navigate to Server Name > Sites > Default Web Site.

2. Double-click on Authentication. Ensure that Windows Authentication is disabled.
API Service is now ready for use.

To determine the base URL of the API

The method is just to export a client’s configuration file. Apart from the base URL, this file will
contain that client’s key, which will thereby be exposed. You will probably prefer to choose a
client that does not have Management privileges in order to avoid exposing the key for a
management-privileged client.

92

Mi-Token Enterprise Edition Installation and Administration Guide v1 © 2014 [@-token



Chapter 8, Full installation. Active Directory Federation Services

e Choose a client and export its . cfg file as described under AP/ Clients tab. The . cfg file
contains the base URL.

Information relating to use of the URL can be found in Mi-Token API GET/POST
Documentation.

8.3 Active Directory Federation Services

/®  Toinstall Active Directory Federation Services

1. Ensure that you are logged into the server with an account that has domain
administrator privileges. Installation cannot proceed without domain administrator
privileges.

2. Check that all prerequisites have been installed on the server. They are listed at
Prerequisites.

3. Double-click the Active Directory Federation Services installer, downloaded under

Download the Mi-Token software. Its name is Mi-Token AD FS
Integration_64bit.exe or similar.

Mi-Token AD FS Integration 4.3.7.5 Setup I;li-

Mi-Token AD FS Integration 4.3.7.5
) -toke
Welcome

Setup will install Mi-Token AD FS Integration 4.3.7.5 on your computer,
Prior to installation it will check if Microsoft MET Framework 4.0 is installed.
The Framework will be downloaded and installed if required. Click Install to
continue or Close to exit.

Build 4.3.7481.0

Install | | Close

Figure 109. AD FS welcome

4. Click Install. The license agreement appears.
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Please read the Mi-Token AD FS 2.0 Integration
Build 4.3.7509.0 License Agreement

END-USER LICENSE AGREEMENT FOR Mi-
Token Authentication Software

IMPORTANT READ CAREFULLY: This Mi-

Token Inc End-User License Agreement

("EULA") is a legal agreement between you

(either an individual or a single entity) and Mi-
Token Inc for the Mi-Token Inc software product
identified above, which includes computer
software and may include associated media,
printed materials, and "online" or electronic
documentation ("SOFTWARE PRODUCT"). You
aaree to be bound by the terms of this EULA. If [~

Figure 110. AD FS end-user license agreement

5. Read the end-user license agreement. If you accept the terms, place a checkmark in the

box and click Install.

The installation continues.

3 Mi-Token AD FS 2.0 Integration Build 43.7509.0 Setup | = |2 |

Installing AD FS Integration

@D - token

Pleast
it

Status

14! Mi-Token AD FS 2.0 Integration Build 4.3.750...

This computer's existing Mi-Token API dlert: certificate
hiss been added to your domains Mi-Token installstion.

Figure 111. AD FS adds client certificate to the Mi-Token installation

6. When the installer reports that it has added the existing Mi-Token API client certificate
to your domain’s Mi-Token installation, click OK.

1) Mi-Token AD FS 2.0 Integration Build 4.3.7509.0 Setup |= | = [ |

Completed the Mi-Token AD FS 2.0
Integration Build 4.3.7509.0 Setup
Wizard

Click the Finish button to exit the Setup Wizard,

Cancel

Figure 112. AD FS setup wizard completed

7. The wizard completes. Click Finish.
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@ Mi-Token AD FS Integration 4.3.7.5 Setup =i

Mi-Token AD FS Integration 4.3.7.5
(- toke
Setup Successful

Figure 113. AD FS setup successful

The installer reports a successful setup.
8.4 Summary

You have now installed a Mi-Token 2-factor authentication system with full functionality,
including a powerful API.
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9 Licensing

Mi-Token’s licensing model is easy to use and understand. Once a fresh installation of Mi-
Token is completed, your installation is considered to be unlicensed. This can be remedied by
activating Mi-Token.

LICENSING MODEL

Mi-Token implements a simple and cost-effective per-user licensing scheme. A single user
license includes the assignment of any number of tokens. For example, Bob could have an LCD
token, mobile soft token and Yubikey assigned to him, but these three token assignments are
only considered to deplete a single user license, as they are all assigned to one individual user.

Licenses remain valid for a certain period of time, usually one, two, or three years initially and
can be renewed for a further one or two year basis depending on your preferences.

OBTAINING ADDITIONAL MI-TOKEN USER LICENSES

To obtain additional Mi-Token user licenses, email your license request and details to
sales@mi-token.com. Mi-Token will contact with you to verify your installation and will
provide you with an upgraded Mi-Token license.

RENEWING YOUR MI-TOKEN LICENSE

When your license is due for renewal, Mi-Token will contact you with a quotation to renew.

9.1 Mi-Token licensing system

Mi-Token makes use of four different record types that contain data required to enable certain

Mi-Token components to function correctly. These include:

Record type Description

Seed files These records contain the serial number and seed key for each individual
hard token, LCD or YubiKey purchased. The hard token cannot be used with
Mi-Token Enterprise Edition until the associated seed files are imported.

Licenses This record contains the activation and deactivation date associated with the
license as well as the number of individual users the license is valid for.

Soft token Also referred to in this document as the Key Encryption Key. This record is

master key used to enable the Mi-Token Intranet Provisioning Website to provision
mobile soft tokens for users.
Itis also used if you use the feature of installing your own company logo in
the Mi-Token smart phone app.

Activation This record type is a combination of any number of the above records. We

pack can combine these different records and provide them to you in an encrypted
zip format, so that you may import all these records in but one individual
action.

All record types are encrypted using your unique installation certificate before being sent to

you. This ensures that the records can only be used by your organization and not by any third

party. We use public/private (asymmetric) key encryption for this purpose.
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9.2 Accessing your installation certificate and activating Mi-
Token

During installation of Mi-Token a unique installation certificate is automatically generated. The
certificate identifies your installation of Mi-Token Enterprise Edition and is required during
activation and licensing. There are two parts to the installation certificate, the certificate itself
and a verification string. While the certificate can be transmitted via the Internet as required,
you should keep the verification string secure.

Ve To access the installation certificate

1. Open Active Directory Users and Computers.
2. Right-click on the Tokens node and select Properties. A properties dialog box will
appear.

3. Select the Installation Info tab.

Tokens [win-cs35ovivieh.mi-docs.local:5000] Properties -

Desktop Login Rate Limiting Instance Set Twio-Phase Proxy Settings RADIUS Attributes
General Irestalation Info Secunty Roles Secunty Permissions Domain Settings AP Clients Miscellaneous

Verficalion sting: - [7ean 1n0a GaF8 2916 BFDY 1ACE DASS 3D9F 5F5E A3

Public key certificate:

m | >

MIIGEjCCA/KyAuIBAgIQP] SHeGN=9Zt NN+ 90P oHT ) TATE glrD gMCHOUAMTHCHVUw i YDV QD HE WA
AR AETAOARZ AEEANAAWADEALQEEAREANQALAC OANABGAD cAMyAt AEEARQAOADYALOAL ADMAORAE
ADUAMwAZ AEMANQA ] ADTARABIMEYwFAYDYQQD EwlDb 2 Snalid L enF O aWiSuMREwDuYDVOQD EnhTZXI 2
a1 czEQMA4GALTEAXMHTIL UL Z: 1k ENIAS GALUEAKMES 2V S0 s EAME S CALTE AR MUST S 2 dGF shGE D
al9uT Bt 1 eXBhaXTwHheNMT Qi I OMD Vo0 T Oy WheNM3 QuiD TOMDYwl Ty W) CBuj FUMFHMGA 1 UELx 5
H=AMOEGAD gANGEEADQAMAACACOARAREADUANQAL AD QAR DMALQEBAETIAN, COANQAZAD A
0QALADMANGED ADUANQAYAEQA L TEVMEQCA L UEAXMN] 2 SuZn lndXThdGlvh ) ERMAS GALUEAXMITZ Wy
dnl § 23R EDAOBHVEAMTEOLpVES 204 %D TALEgHVEANTBE: L XMy HT ABE glVEAMT FELuc3 kb b

EE) Copy to clipboard

Figure 114. Installation Info tab, showing your installation certificate

4, Click Copy to Clipboard. The installation certificate contents are copied to the
clipboard.

5. Paste this, without the verification string, into an email and send it to support@mi-
token.com.

e Specify which type of record you would like us to send back to you.

e If you would like your company logo embedded in our smart phone app, include a
graphic file. Mi-Token can accept most common graphic file formats for this
purpose.

See Mi-Token licensing system for further information about record types.

Once you have sent your installation certificate, Mi-Token will contact you and confirm your
verification string. This will ensure that the certificate has not been compromised during the
transport process.

Once we have confirmed the verification string, we will use your installation certificate to
securely encrypt the records mentioned above and will send them via email in the form of an
activation pack for your installation of Mi-Token.
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9.3 Importing license data

Records (Activation Pack, Seed Files, Licenses and Soft Token Master Keys) can be imported
into your Mi-Token installation using this procedure.

/®  Toimport license data

1. Open Active Directory Users and Computers.
2. Right-click the Tokens node found in the tree in the left pane and select Properties.
3. Click the General tab.
Tokens [win-cs350vtvieh.mi-docs.local:5000] Properties lil
| Desktoplogin | Ratelimtng | InstanceSel |  TwoPhass |  FiosSeftngs | RADIUS Attibutes |
Gerersl | Installaionlfe | GecurtyFoles | Secuiy Pemissions | Domain Setings | APIClients | Miscellaneous
Licensing status: Your license has expired - please renew.
our Mi-Token license has expired. |t was vaiid from 17 Dec 2012 to 15 &pr 20013 2 users have tokens assigned
Mi-Token - [o =

Import Wizard

Plaase select a fils to import from

| [ Browse.

o

Place a new order

Figure 115. Importing license files

4. Click Browse and find the license file you wish to import. Click Open, click Next. The
wizard will import the selected file. If the file is valid it will be added to your Mi-Token
installation.

If you click Place a new order, Mi-Token opens a dialog box containing the same
information as Figure 114, so that you can obtain a new license file. See Accessing your
installation certificate and activating Mi-Token.
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10 Management tools overview

Mi-Token provides an extensive set of management tools.
e Active Directory Users and Computers.
e Active Directory Tokens Properties is accessed via Active Directory Users and Computers.
e Mi-Token Ul Helper.
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11

Q

11.1

Active Directory Users and Computers

The following section includes specific operational functions of the Mi-Token Enterprise
Edition software for Administrators and Help-Desk/Token Operators.

To access the Mi-Token Enterprise Edition Ul:
1. Open Active Directory Users and Computers. This is the dialog box shown in Figure 31.
2. Expand the Tokens node found in the tree on the left pane.

From here, you can access a large number of functions, some of which are
e Backup Mi-Token (see Backup Mi-Token)
e PINs: Set / remove PIN (see Adding or resetting a token PIN)
e Search for tokens (see Searching for tokens)

e Tokens: Assign, unassign users (see Assigning users to tokens, Unassigning users from
tokens)

e Tokens: Auto-assignment (see Auto-assignment)

e Tokens: Delete (see Deleting tokens)

e Tokens: Disable and re-enable (see Disabling and re-enabling tokens)

e Tokens: Manually provision soft-tokens (see Manual provisioning of soft-tokens)
e Tokens: Organize (see Organizing tokens)

e Tokens: Properties (see Token properties)

e Tokens: Reset (see Resetting tokens)

e Tokens: Temporary token generate (see Creating temporary tokens)

Note that Active Directory users and groups assigned the Mi-Token Token Operators role do not have
the same permissions as users and groups assigned to the Mi-Token Administrator role. See Security
Permissions tab for further information regarding these roles.

Organizing tokens

In large token deployments, organizing tokens in the AD Ul is essential. The basic
organizational tool is the ability of administrators to organize tokens into Containers.
Containers can be used to separate specific groups of tokens from the main token node. For
instance, there can be a separate container for each department: HR, Marketing, Accounting
and so on.

To set up a container
1. Open Active Directory Users and Computers.

2. Find the Tokens node in the left pane and right-click. From the menu, select New >
Container. A dialog to enter the container name appears.

3. Type the container name in the Name text box and click OK. The container is created
under the Tokens node.

4. You can now drag and drop tokens between containers. Mi-Token shows a verification
dialog each time.
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Containers may be nested; using Windows tools, you can apply security to containers so that
they and the tokens they contain may be viewed and changed only by their respective
administrators (although the domain administrator always has access to all tokens).

If a hard token is moved from one container to another, it retains its original security settings.
11.2 Searching for tokens

Some types of hardware tokens have visible identifier, usually in the form of a serial number
printed or stamped on to the tokens themselves. Mi-Token makes it easy to identify tokens
from within the AD Ul plugin.

/®  To search for LCD and other hard tokens by serial number
1. Open Active Directory Users and Computers.

2. Right-click the Tokens node on the left pane and select Search > Tokens by serial or
YubiKey... A dialog appears.

3 Active Directory Users and Computers o |=HI e
File Action View Help

e nE 0Bz BHE et vEs

| ] Active Directory Users and Computel|| Name Type Description
p | Saved Queries (@2 Tokens [win...
4 35 TECh"'G'-'O(a' | Builtin builtinDamain
4 (@3 Tokens [win-Ouddgklrmné.te, Computers Containzr Default container for up...
@ Find tokens by serial or Yubi...| = | 2| al... Default container for do..
- - Default container for sec...
Please enter a part of a token's name or serial: Default container for ma...
Default container for up...
b [2086 |
b
b You can also enter YubiKey output.
b
B Find Cancel
b
I < n > “
Figure 116. Search by Serial Number
3. Find the serial number on your token and enter it. Click Find. The right pane displays

tokens matching the serial number.
/®  To search for tokens by assigned username
1. Open Active Directory Users and Computers.

2. Right-click on the Tokens node in the left pane and select Search > Tokens by
users.... A dialog appears.

3. Type the username you are searching for. Press OK. The right pane displays all tokens
assigned to that user.

3 Active Directory Users and Computers =N [
File Action View Help

I RETRE R 7 R SR A=k

 Active Select User [ |
p S "
4 :[e Select this object type:
4= lUser or Built4n security principal ‘ | Object Types... ‘ i
rdo...
From this location: r sec.
‘Technlcal.local ‘ I Locations. . l r mam
” Enterthe object name to select (examples): i
b Administrator]
b E
b 1

Figure 117. Search by User ID

© 2014 [@)-token Mi-Token Enterprise Edition Installation and Administration Guide v1 101



Chapter 11, Active Directory Users and Computers. Assigning users to tokens

/®  To search for a Yubikey via OTP output
1. Open Active Directory Users and Computers.

2. Right-click on the Tokens node in the left pane and hover over Search. Click Tokens by
Serial or YubiKey... A dialog box appears.

3. Insert the YubiKey into an available USB port, focus on the text box of the dialog box and
press the YubiKey button. The right pane displays a token that matches that OTP output.

= Active Directory Users and Computers =
File Action View Help
B EG= Hm d3aETE%

=] X

] Active Directory Users and Computel | Name Type Description
B [ Saved Queries @Tokens [win...
4 (4 Technical.local | Builtin builtinDomain
4 (@ Tokens [}Nin-OudqulrmnB.te- Comp Contai Default container for up...
@ Find tokens by serial or Yﬁbi...lim nal... Default container for do...
Default container for sec...
Please enter a part of a token's name or serial: Default container for ma...

Default container for up...

|dibrduttunninitrceledtivinklekketiektctil |

|
y
= You can also enter YubiKey output.
N

v v v vw

Figure 118. Search by YubiKey OTP

11.3 Assigning users to tokens

Help-Desk operators when necessary can assign tokens to users manually.
/®  To assign a token to a user manually
1. Open Active Directory Users and Computers.

2. Open the Tokens node in the left pane. Right-click the tokens you wish to assign and
click Assign. A dialog will appear.
0 Active Directory Users and Computers (= [o
E

ile  Action View Help

e« 2[FE 2 Hm

] Active Cirectory Users and Computei| Token Assignedto  Description  Assigned  Last Used/Changed I
p [] Saved Queries &S Sample LCD token 1 (DEMO)
4 = Technical.local == Sample LCD token 2 (DEMIQL
4 (g Tokens [win-Ouddgklrmn8.te @ Sample LCD token 3 (DW({L
¢ Search @ Sample LCD token 4 (DEM(  Disable...

[E] Mobile Soft Tokens

= & Sample LCD token 5 (DEM(
(& Sample tokens Sl oken I Cut

& Sample VubiKey 1 (DEMD)

b [ Builtin 3 Delete
& Sample YubiKey 2 (DEMD)
b ] Computers - Refresh
» /&1 Domain Controllers SampleYubikey S (DEMO)
b ] ForeignSecurityPrincipals &= Sample YubiKey 4 (DEMD) Properties
b [7] Managed Service Accounts || ™ Sample YubiKey 5 (DEMO) Help
b ] Users T
< n >

|Assign this token to a user

Figure 119. Assigning tokens

3. Enter the username you wish to assign to the token and click OK. The user will now be
able to use their assigned token to authenticate. Each username can have multiple
tokens assigned.
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£| Active Directory Users and Computers =R{IE X
File Action View Help
W EEIEEE Y &Y
3 Active Directory Users and Computel|
b [ Saved Queries (@ Tokens [win...
4 4 Technicallocal (1 Builtin builtinDomain

4 (@ Tokens [win-Ouddqkirmn@.te|| | computers __ Container Default container for up...

Name Type Description

rdo...
sasctemo s i
c@ [ User or Buitin securty principal | [Object Types... | b up.
bR From this location:
p 5[l [Technicallocal | [ tocations... |
E j Ertes the obisct nameto select @xginples):
p | [Adminstetor | Check Names |
_— [ox
Figure 120. Assign token to user
11.4 Unassigning users from tokens

Help Desk operators can, when necessary, unassign tokens.
/@  To unassign a token from a user manually
1. Open Active Directory Users and Computers.

2. Expand the Tokens node in the left pane and find the tokens you would like to unassign.

Select those tokens and right-click the group of selected tokens. Click Unassign. A
message box will appear.

£
File Action View Help

I EEE

Active Directory Users and Computers ENIELIIE S

b [ Saved Queries
4 4 Trainng.local
4 (@ Tokens [2012-technical.trail
4 Search
[E) Mobile Soft Tokens
Demo Tokens
Sample tokens

] Active Directory Users and Computers [2012-Techn|| Token

Assigned to Description  Assigned Last Used/C|
& Sample LCD token 1...
&3 Sample LCD token 2... danieljohnson
ning.local:3000] || @ Sample LCD token 3..
&5 Sample LCD token 4... danieljohnson

] Builtin Are you sure you want t unassign 3 tokens?
p ] Computers
p 2] Domain Controllers [ ] Nevershase i diskog ageka
b (] ForeignSecurityPrincipals
b ] Managed Service Accounts
1 Users
<| [0 > H <] [ >

Figure 121. Unassign Tokens

3. Choose whether to never see a warning before unassigning again, or leave unchecked to

File Action View VHeIp
| 2[E =

warn you each time. Click OK. Selected tokens are now unassigned.

] Active Directory Users and Computei

p [ Saved Queries
4 §j Technical.local

4 (g Tokens [win-Ouddgkirmn8.te

42 Search
Mobile Soft Tokens
Sample tokens
p [ Builtin
p [ Computers
p @ Domain Controllers
p [ ForeignSecurityPrincipals
b [ Managed Service Accounts
p [ Users

< 1 | >

<= Sample LCD token 1 (DEMO)
< Sample LCD token 2 (DEMO)
= Sample LCD token 3 (DEMO)
= Sample LCD token 4 (DEMO)
= Sample LCD token 5 (DEMO)
Sample YubKey 1 (DEMO)

Sample YubKey 2 (DEMO)
Sample YubiKey 3 (DEMO)
Sample YubiKey 4 (DEMO)
Sample YubiKey 5 (DEMO)

Token Assignedto  Description  Assigned  Last Used/Changed

Figure 122. Tokens Unassigned

© 2014 (@l token Mi-Token Enterprise Edition Installation and Administration Guide v1 103



Chapter 11, Active Directory Users and Computers. Token properties

11.5 Token properties
Token operators can view and modify the token properties. Different types of tokens (LCD,
YubiKey and so on) have a common set of properties except for a few differences. These
properties are explained in next subsections. These properties can be accessed as follows:
/®  To view and modify a token’s properties
1. Open Active Directory Users and Computers.
2. Open the Tokens node found in the left pane.
3. Right-click on the token you want to set/view the properties of and click on Properties.
A dialog appears containing a number of tabs depending on the type of token.
& Active Directory Users and Computers = =l 28
DA Sample LCD token 2 (DEMO) Properties [E3]
= =
2 Mutiple Assignation Auto-assignment |
2 Actl;/ Tokan, ‘ s b I BIN | signedto  Description  Assigned
M ;}T Assicned user
4 (=
Name:  [Daniel Johnson (danieliohnson)
Description: |
b Notes:
-
[] Disabled
Figure 123. Token Properties
The available tabs are
e Token
e Counter-based token
e Time-based token
e PIN
e Multiple assignation
e Auto-assignment
Figure 123, as an example, only has five of these tabs.
Modifying token properties
You can store a description and notes about each token under the Token tab.
/®  To modify a token’s description and notes
4, Click on the Token tab inside the Properties dialog. This tab contains a portion for a
description, notes and checkbox for disabling the token. See Figure 123 for a sample.
5. Enter the description and notes you would like in the appropriate text boxes. These
fields are optional.
6. You may also disable the token if needed by checking the Disable checkbox.
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Adding or resetting a token PIN

PINs are static secondary passwords placed before an OTP. For example, if a user’s PIN is abcd
and current OTP is 152362, the user will enter abcd152362 in the OTP field. Token operators
can enable or disable PINs from PIN tab of the properties.

/®  To manage PINs

4, Click on the PIN tab inside the Properties dialog. This tab allows enabling and setting
the PIN.

Mobile Soft Token e5d11ac5-1e58-4521 —8dbc—e995(2...-

FIN | Muliple Assignation

Itis entered before the usual one-

For ex PIN is "notsecure! and the OTP is 434758, a user
wiould type ‘notsecured 34 756" as their Mi-Token password,

Requite a static PIN

Figure 124. Token properties — PIN required

5. Check the Require a static PIN checkbox to enable the Set PIN text box. Enter the
PIN. It could be any combination of characters or numbers of any length.

Once the PIN is entered and the Properties are applied, you will notice a PIN token icon & (a
small padlock icon) for the token that has a PIN assigned. If you right-click this token at this
point, an option for resetting the PIN will appear.

Once any token has a PIN assigned, a Set PIN... option will appear in the right-click menu for
all tokens, including those without PINs.

Resetting tokens

Event-based LCD tokens can be resynchronized.
/®  To reset event-based tokens

4. Click on the Counter-based token tab inside the Properties dialog. Hold the LCD
token’s button, the number followed by a C is the counter value (for example, C 1060).

5. Enter the counter value in the textbox and click OK. Counter will be reset to a new
value.

Time-based tokens can be resynchronized.
/®  To reset time-based tokens

4, Click on the Time-based token tab inside the Properties dialog. This tab allows you to
reset the time.

5. Click Reset, click OK. The counter is reset to a new time.

Multiple assignation

4, Click on the Multiple assignation tab inside the Properties dialog. Press Change... to
open a dialog which can accept another user to be assigned to the token.
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Auto-assignment

This feature is described on the dialog box:

A YubiKey auto-assignment will enable automatic assignment of a token to the first user
to authenticate with a valid OTP, provided that user has no other assigned hard tokens.
This can significantly assist in provisioning tokens since they can be simply handed out.

Note that Mi-Token doesn’t currently check the user’s Windows password before auto-
assigning. This is because in many environments it won't be provided in RADIUS
requests. If checking the Windows password is important, please make sure it gets
checked by the VPN device before the OTP.

Note then also that you can configure multiple tokens for auto-assignment in one operation.

U  To access auto-assignment

1. Open Active Directory Users and Computers.

2. Open the Tokens node found in the left pane.

3. Select the tokens you want to configure for auto-assignment and right-click. Select
Properties. If you have selected more than one token, the Properties dialog has just
one tab, Auto-assignment. If there are multiple tabs, select the Auto-assignment
tab.

= Active Directory Users and Computers == -
Eile  Action Properties for Multiple ltems -
9| alll e
] Active Dire| Assigned to Description  Assigned Last Used/Changed
b [ Saved A ublKey aute-assignment will enable automatic assignment of a token to LCD token 1 23/00/2014 1:02:58 PM
4 F4 mi-dod the first user ta authenticats with a valid DTP, provided that user has no LCD oken 2
Eﬁz ke dossit curtsntly check the user's Windsws passwsrd LCD token 4
i AR AL L
important, please make sure it gets checked by the VPN device before the
OTP.
b [ Buil
b ] Cor
p 21 Do
b [ For [ Enable auto-assignment for 4 tokens
p 0 Ma
1 Usel
Figure 125. Auto-assignment tab
4, To select auto-assignment, place a check mark in the check box. Click Apply, click OK.
11.6 Manual provisioning of soft-tokens
If you have not installed the Mi-Token Intranet Provisioning Website, or if a user does not have
access to it, you can provision users with soft-tokens manually.
/®  To manually provision a soft token to a user
1. Open Active Directory Users and Computers.
2. Navigate to the Tokens node in the left pane under your server.
3. Right-click on the Mobile Soft-Tokens container in the right pane and select Generate
soft-token. A dialog box appears.
4, Enter the AD username you wish to create a soft-token for and click OK. A dialog box
appears with the new soft-token activation link.
This is the link to send to the user. Note the Copy to clipboard button, provided for
convenience.
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£ Active Directory Users and Computers | K
File Action View Help

o nF OBz HE TaETas

] Active Directory Users and Compute|| Name Type Description |
b [ Sayed Querie =TS [
4G Te Generate & new soft-token (= [= ]

i@

User: |Administrator (Administrator) (Administrator, ) |

URL: |https://mobile.mi- Copy to clipboard
token.com/4/i/demo/KVhIOdYYyny06FdWcBxfkemA3DMuZzueK6sn_Esf8phUA

TYIMD47FSFUoP97a

b =

[E o] The URL above needs to be opened on the ser’s mobile phone. It will expire in 19:49.

13 Automatically copy to clipboard after assigning

b Assign l [ Discard l ["] Generate another softtoken

[

< ] > H
Figure 126. Provision soft token

5. Click Assign to confirm the token activation or click Discard to not assign the soft-

token. If you confirm assigning of the soft-token, copy the link to clipboard and send it
to the user to activate the token. If you discard the soft-token, the URL will be invalid.

6. Send the link to the user immediately by any convenient means, normally SMS or email,
with a warning that it will expire after 20 minutes.

11.7 Disabling and re-enabling tokens

Tokens imported into Mi-Token are enabled by default.

When you disable a token, it remains assigned to a user if it has been previously assigned.
/®  Todisable a token from use

1. Open Active Directory Users and Computers.

2. Open the Tokens node in the left pane. Right-click the token you want to disable. Select
Disable. A dialog will appear.

3. Enter the reason for disabling the token and click OK. The selected token will be
disabled and can no longer be used for authentication requests. Disabled tokens will
appear as a disabled token icon, & (note the small x).

3 Active Directory Users and Computers =0 IR
File Action View Help

&= 2[E 2 HE

] Active Directory Users and Computel|| Token Assignzd to Description Assigned

b (] Saved Queries [El Mobile Soft Token 9ffc8d64... danieljphnson 18/11/2013 10:18:46)
4 F4 Technical.local W‘
4 (g Tokens [win-Ouddgklrmn8.te, : ‘ 2
&) Search
[El, Mobile Soft Tokens
(@) Sample tokens
1 Buittin

Reason:

lLost Phone ‘

4
p [] Computers

b =] Domain Controllers

p [] ForeignSecurityPrincipals
b ] Managed Service Accounts

] Uses [ Concel |

< [ >l < mn

Figure 127. Disable a token
/®  To re-enable a token so that it can be used by a user
1. Open Active Directory Users and Computers.

2. Open the Tokens node in the left pane and select the token you want to re-enable.
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3. Right-click on the token, and select Enable. The selected token is now re-enabled and
can be used by users to authenticate.

11.8 Deleting tokens

Deleting a token is dangerous and should not be undertaken under normal circumstances. It
will be difficult to restore the token if you delete it. In almost all cases the preferred option is
to unassign or disable it. However, it is possible to delete a token from the AD LDS database.

/®  To delete a token

1. Open Active Directory Users and Computers.
2. Open the Tokens node in the left pane and select the token you want to delete.
3. Right-click the token, and select Delete. A dialog confirming the deletion will open.

4, Click YES to delete the token.

FiIN Restoring a token once it is deleted will be difficult.

11.9 Creating temporary tokens

Temporary tokens are static access codes that have an expiry time (for example, 8 hours or 7
days). The expiry time is global: the same expiry time applies to all your temporary tokens.

You may only generate temporary tokens if you have enabled them — see Temporary Tokens,
where you can also set the token validity time limits.

/®  To create a temporary token

1. Open Active Directory Users and Computers.
2. Right-click the Tokens node and click on Generate Temp-Token. The Select User
dialog appears.
3. Select the user you would like to assign a temporary token to. An alert will appear.
Alert ILI

Created temporary access code for Pat
Smith [dazzathecaoat), valid for §
minutes.

The code is 433360

| Copy to Clipboard | | (1] |

Figure 128. Confirmation of temporary token

Take care to accurately send the token to the appropriate user. The Copy to Clipboard
button can be used to copy the code and subsequently send it via email.

Q Once the Alert dialog box is closed, the temporary token code is irretrievable. Make sure to press
Copy to Clipboard and send the code via email to the appropriate user before closing the alert
dialog box.

11.10 Backup Mi-Token

Mi-Token is highly secure software and because of this backups are more limited than they
otherwise could be. The primary way to back up Mi-Token is to set up a replica server which
you can restore from later. Another way of backing up Mi-Token is to take regular backups of
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the Mi-Token database. This database can only be restored on the same machine as the
backup was taken from.

The Microsoft website has procedures for backing up and restoring your AD LDS databases.
The default location of your AD LDS file for Mi-Token is C: \Program Files\Mi-
Token\Database.

Although the database can only be restored on the same Mi-Token instance it was backed up
from it is still highly advisable to keep the backup secure and encrypted.

If you are running Mi-Token in a virtual machine then taking regular snapshots of the machine
should allow you to keep Mi-Token backed up in case of failure.

11.11 Properties dialog box

/®  To view user properties

1. Open Active Directory Users and Computers.
2. Navigate to the Users node and right-click on the user of interest. This dialog box
appears.
Pat Smith Properties _
‘ Member OF | Diakin | Environment | Sessions
Remote contral | Remote Desktop Services Prafile I COM+
Gereral | Address | Account | Profile | Telephones I Organization
2‘ Pat Smith
Ly
First name: | Initisls: | ‘
Last name: |Sm|th ‘
Display name: |Pat Smith ‘
Lescription: | ‘
Offige: [ |
Telephone number: | | | Other... |
E-mail: |dazzalhecoot@gmail cam ‘
web page: | | | Other. |
o ][ e

(Standard Windows dialog box)
Figure 129. Properties dialog box

This is a standard Windows dialog box. For information, consult Microsoft
documentation.
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12.1

12.2

12.3

Active Directory Tokens Properties dialo

The Active Directory Tokens Properties dialog box has 13 tabs relating to different areas: API
Settings, Rate Limiting, Instance Set, Two-Phase, Proxy Settings, RADIUS Attributes, General,
Installation Info, Security Roles, Security Permissions, Domain Settings, API Clients,
Miscellaneous. They are covered in the sub-sections below.
Some important functions:

e Certificates: Import and export installation certificates (see AP/ Clients tab)

e Domains: Configure an additional domain, add a new partition, reassign roles (see
Domain Settings tab)

e Groups: set up overrides for group members (see Group Settings).

e License files: import license files (see General tab)

e Seed files: Import seed files (see Importing license data)

e Proxy RADIUS: Configure proxy RADIUS server support (see Proxy Settings tab)

e Roles: Add and remove roles, modify assignments (see Security Roles tab)

e Roles: Modify permissions (see Security Permissions tab)

e Temporary tokens: Enable and configure temporary tokens (see Temporary Tokens)

e Tokens: Limit the number and type of tokens that can be assigned to one user (see
Token limits)

e Version number (see General tab)

For information on Credential Provider and Two-Phase authentication, refer to the Mi-Token
Enterprise Edition Add-ins manual.

General tab

Most of the General tab is described under Importing license data.

To find the version number you are currently running

e Look in the bottom left-hand corner of the General tab.

Installation Info tab

The Installation Info tab is described under Accessing your installation certificate and
activating Mi-Token.

Security Roles tab

This tab enables you to set up and manage roles. Manage the permissions assigned to the roles
on the Security Permissions tab.

In order to make Mi-Token more securely administrable, a configurable security policy has
been developed allowing for custom permissions for security roles. These roles are defined
within Mi-Token and Active Directory users and groups can be assigned to these roles using
the Microsoft Management Console.
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AD Users or Groups assigned the Mi-Token Enterprise Edition Administrator role have full

access to all features by default.

AD Users or Groups assigned the Mi-Token Enterprise Edition Roles have configurable access

to the following features:
e Import license/seed files
¢ Modify containers
e Delete tokens
e Assign / un-assign tokens
e Generate soft tokens
e Enable / disable tokens
e Set/remove PIN
e Auto-assignment
e View tokens
e Modify roles / permissions

Always ensure that there is at least one Active Directory user or group assigned to the

Administrator role. Failure to do so may result in the Mi-Token Enterprise Edition installation
becoming unusable. In the unlikely event that this occurs, contact support@mi-token.com.

(S

To modify assighments for the Mi-Token roles

1. Open Active Directory Users and Computers.

2. Right-click the Tokens node found in the left pane and select Properties.

3. Click the Security Roles tab. This tab has controls for creating security roles and adding
members to those roles.

4, Select the role on the left and click on it. Below the Members of __ Role pane, click
Add...

5. Select an Active Directory group or user who will be assigned this Mi-Token role. Click
OK.

6. The Select User or Group dialog displays. Make your changes and click OK. If
necessary, use the Advanced... button, which offers a search facility.

3 Active Directory Users and Computers =Y [IEG (e
File Action View Help
Tokens [2012-technical.training.local:5000] Properties x
AP| Settings Rate Limting L,, Instance Set ] Two-Phase l Proxy Settings l RADIUS Attributes i
| General Installation Info |  Securty Roles | Security Pemissi | Domain Settings | API Cierts | _Miscellaneous |
Select User, Computer, or Group
Roles 2 ' ) '
Admitsiios . Select this object type:
MiToken Intranet Hosted Motile Tokens Provisio |User. Computer, Group. or Buitn security principal ‘ [ Object Types... |
— Role
Token Operators *  From this location:
ITminlng.Iuca! l | Locations... ‘
Enterthe object name to select (examples):
’ Check Names
[ ok ][ cancel |[ septy |
|
< n > |
|

Figure 130. Adding a token operator
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7. When focus returns to the Security Roles tab, the user or group will be added to the
selected Mi-Token role.

U® To add and remove roles

1. Open Active Directory Users and Computers.
2. Right-click the Tokens node found in the left pane and select Properties.
3. Click the Security Roles tab. This tab has controls for creating security roles and adding

members to those roles.

4, Below the Roles pane, click Add... to add a new role and Remove to remove one.

12.4 Security Permissions tab

The Security Roles tab enables you to set up and manage roles. Manage the permissions
assigned to the roles on this tab.

/®  To modify permissions for the Mi-Token roles

1. Open Active Directory Users and Computers.
2. Right-click the Tokens node found in the tree in the left pane and select Properties.
3. Click the Security Permissions tab. This tab has controls for modifying permissions to
roles.
| Active Directory Users and Computers ST
File Action View Help
Tokens [2012-technical.training.local:5000] Properties - B
APISetings |  Ratelimtng | InstanceSet |  Two-Phase |  ProxySettings |  RADIUS Attibutes
| General [ installation Info | Securty Roles Securty Pemissions | Domain Settings | APICients | Miscellaneous
Roles Pemissions for "New Role” role
:Ild{'m’)lmmll:lm et Hosted Mobile Tokens Py i"\/ bsit ; Remyssion EA“”DW eny =
liToken Intranet Hosted Mobile Tokens Provisioning Websites | Full Cortrol ™
eralols ?mpnﬂm . O
Mody Containers O
Delete Tokens O -
Assign/Unassign Tokens O ) &
Generate Soft Tokens O
Enable/Disable Tokens O
Set/Remove PIN O
Auto-assignment O
View Tokens o =
| iy I e — ™3}
Figure 131. Modifying Role Permissions
4, Click the role on the left. In the Permissions for __ Role pane, adjust the check boxes

for Allow and Deny under each task.

5. Click OK.
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12.5 Domain Settings tab

Mi-Token comes with options for configuring Mi-Token two-factor authentication support for
multiple domains. All domains for a single Mi-Token Enterprise Edition instance must be part
of the same forest. Multiple domain support is a standard feature of Mi-Token and is available
out of the box. For domains other than the domain the Mi-Token Enterprise Edition server was
installed into, Mi-Token must be enabled for each additional domain.

The usual configuration is to have a domain mapped to each partition.

Mi-Token permits you, via this tab, to create partitions and map domains to them.

1.
2.

Open Active Directory Users and Computers.
Right-click the Tokens node found in the tree in the left pane and select Properties.

Select the Domain Settings tab. Right-click on a domain to configure its Mi-Token
settings.

= Active Directory Users and Computers | =H s
File Action View Help
Tokens [2012-technical.training.local:5000] Properties X
- = |
[ APisetings | Ratelimtng | Instance - - —
| General [ Installation Info | Security Roles I g TRAINING - Mi-Token Settings
Right-click on a domain to configure its Mi-Token settings Domain Training local
Doran | Siatie Tokeme i F Domain GUID {a2cd2ed5-b617-4ed0-8ca5-4400cf 247ce5}
[ TRANING | Wi-Token enabled. | Parion 1 |2
[¥] Enable Mi-Token for this domain
Tokens in |Parm|cn1 Vi [ New partition...
Primary Server |2[)12-Techmcal Training local:5000 V|
=
oK | [ cancel |[ mopy |
< n >l

Figure 132. Domain Settings tab

/®  To enable Mi-Token support for a selected domain

4.
5.
6.

Check Enable Mi-Token for this domain.
Choose a partition and a primary server from the drop-downs.

Click Apply.

/®  To add a new partition

4.
5.
6.

Click New partition....
Enter the partition name when prompted.

Click OK, click Apply.

/®  To redesignate the primary and replica servers

4.

Select your primary server from the Primary Server drop-down.

If another server is configured as primary, it will observe the change and set its own
status to Replica. This applies to other servers which may be inactive: they will set their
own status to Replica when they come online.

Click Apply.
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12.6 API Clients tab

Mi-Token’s .NET API requires the configuration of client SSL certificates.

/®  To manage clients
1. Open Active Directory Users and Computers.

2. Right-click the Tokens node found in the tree in the left pane and select Properties.

3. Select the API Clients tab.

| Desktop Login I Fiate Limiting I Instance Set Two-Phaze I Prowy Settings | RADIUS Attributes |
| General I Inztallation Info Security Roles I Security Permissions I Darmain Settings | AP Clignts Miscellaneous

Right-click on a client for more options, including group requirements.

Certificate Subject Authentication b anagement
|, OU=ki-T oken AP

Cancel | | Apply

Figure 133. API Clients tab
This tab lists information relating to each configured API client.

Certificate Subject

The name of an API client.

Authentication

The client may perform the APl authentication operation Verify.

Management

The client may perform the APl management operations Assign, CreateSoftToken,
Delete, List, Unassign, Disable, Enable.

Right-click
Numerous functions can be performed on an existing client by right-clicking on the
client. The options presented are
e Groups... launches the Group Settings dialog box, described under Group
Settings.

e Settings... launches the New API client dialog box, shown as Figure 134,
allowing you to change settings.

e Export. Exports details of the clientina . cfg file.
e Delete. Deletes the entry.

U@  To create a new client or partition

4. Click Add....
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| Active Directory Users and Computers =10

File Action View Help

Tokens [2012-technical.training Jocal:5000] Properties =T
New Symmetric API client =)

Uses Symmetric Keys [V New Key

Certficate

Certficate Name New Certificate
Certficate Thumbprint

[V] Alow authentication
Pemissions [ Alow usemame lookup in AD

o [] Alow managemert

[] Isolate to a partion required for management)

[ New parttion.
" Groups. [ Cancel ‘

Figure 134. New API client dialog box

New Key

Click to generate a key.

Allow authentication, Allow management
These checkboxes refer to Authentication and Management on the API Clients tab
itself.

Allow username lookup in AD
The API client may perform the Verify function, which involves looking up usernames in
the AD.

New partition
The New partition button enables you to create a new AD partition. It will have the
same schema as the existing one and will be empty.

Groups

The Groups button launches the Group Settings dialog box, described under Group
Settings.

Ve To access SSL certificate details

4, Right-click on a client and select View Certificate... from the drop-down.
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12.7

A Certificate -

General | Details | Certification Path |

@g Certificate Information

This CA Root certificate is not trusted. To enable trust,
install this certificate in the Trusted Root Certification
Authorities store.

Issued to: Mi-Token APT Client on WIN-CS3SOVTYIEH. mi-
dors. lacal

Issued by: Mi-Token AP Client on WIN-CS350MTYIEH.mi-
docs.local

walid from 24/08/2014 to 24/08/2024

Issuer Skatement

Learn more about certificates

(Standard Windows dialog box)
Figure 135. View certificate

To import SSL certificates (not keys)

4, Press Install Certificate... on the General tab, which launches a wizard.
To export SSL certificates (not keys)

4, Press Copy to File... on the Details tab, which launches a wizard.

For further information, refer to Microsoft documentation.

Miscellaneous tab

The Miscellaneous tab offers several functions.
1. Open Active Directory Users and Computers.

2. Right-click the Tokens node found in the tree in the left pane and select Properties.

3. Select the Miscellaneous tab.

Tokens [win-cs35ovtviehmi-docs ocal5000] Properties (=3

Dosimlogn | Fais Unirg rtanca S|
Gensd | Instabdioninko | SeculyRoks | Seculy Pamissins
—

FADIUS Al
[

Linds

Prere Tekens q ubikays

Dt 5o Tckans 0 ToTP:
Tolal St Tokens 0 HOTR:

—— Torsl Hard T okane

anvokans [ 4

1 ot

Use Flow Usemames [ fushensicale usng AP | St Tokans | Sch Token Passwend: [iebied ~] (G Setirr.

Figure 136. User interface dialog box, Miscellaneous tab

Software encryption
Enable this to indicate that encryption is to be performed in software on the server.

4, Click Apply to save the settings.

Token limits

Mi-Token offers the option of limiting the number and type of tokens that can be assigned to
one user.

Here you can
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e Set limits on the numbers of tokens per user. -1 indicates that there is no limit.

e Specify the action when the limit is reached — to be implemented in the future.

5. Click Apply to save the settings.

Temporary Tokens

Temporary tokens are static access codes that have an expiry time. The expiry time is global:
the same expiry time applies to all your temporary tokens.

Here you can
e Enable and disable the ability to create temporary tokens.

e Set the token validity time limits, to the desired number of minutes, hours or days, for
example, 8 hours or 7 days.

/®  To enable/disable temporary tokens

4, Inthe Temporary Tokens section, enable temporary tokens by checking the box. Then
you can define the time for which you would like the temporary tokens to be valid.

5. Click Apply to save the settings.
6. Completely close Active Directory Users and Computers. Then reopen it for further use.

For information on creating a temporary token. See Creating temporary tokens.

Use Raw Usernames

Check if AD is to use raw names instead of GUIDs.

Authenticate using API

Self-explanatory.

Store PINs with Reversible Encryption

If checked, PINs are reversibly encrypted; otherwise they are hashed.

Soft Token Password

Select whether the password (or passcode) requirement is disabled, required or optional when
the Desktop Token is launched.

Group Settings

The group settings features allow you to set up special overriding treatment for members of
your Active Directory groups.

If you press Group Settings..., a dialog box opens.

Giroups are processed in arder. The Default and No Token groups cannet be removed. Giroups are processed in arder. The Default and No Token groups cannet be removed
Group ication Mode | Group n Mode
MiToken Auth [defauit) Jv [ nays Allow
Defaut Mi-Token Auth (default) v o Tol g Always Deny
Hi-Token Auth [defaul)

Figure 137. The Group Settings dialog box, as installed and example in use
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Group, Authentication Mode

For each group you specify an Authentication Mode.

o Always Allow. Members of the group are always allowed entry, irrespective of the
credentials presented.

e Always Deny. Members of the group are always denied entry, irrespective of the
credentials presented.

e Mi-Token Auth. Membership of this group is irrelevant to authentication.

Any individual could be a member of no group, or one or more groups and the rules listed
below determine how Mi-Token will handle group memberships.

The Group Settings dialog box shows a list of the Active Directory groups which have been
notified to Mi-Token. This includes two “groups” which do not reflect real groups in your
Active Directory, but are created by Mi-Token. They are known as pseudo-groups and are
called No Tokens Assigned and Default, as shown in Figure 137.

Every group in the list in Figure 137 has a priority. The groups are arranged in the list in priority
order with the lowest at the bottom and the highest at the top. Mi-Token works through the
priority list to determine whether to give special treatment to members of the various groups.

The Default pseudo-group is the least specific and is always at the bottom of the list. It
contains everybody.

No Tokens Assigned is the second-least specific and is always second from the bottom of the
list. As the name suggests, it contains all persons who have no token assigned.

Your groups are always above the pseudo-groups and you determine their relative priorities by
using the Up and Down buttons. Mi-Token recommends that you arrange your groups so that
the less specific ones have lower priority and are lower in the list.

As mentioned, each group, including the pseudo-groups, is assigned an authentication mode,
Always Allow, Always Deny or Mi-Token Auth, from a drop-down list.

When a user attempts to connect, Mi-Token applies these business rules:

e The No-Token Bypass feature overrides the group settings. If No-Token Bypass is set
and the connecting user has no tokens assigned, group settings do not apply and the
user is immediately authenticated. For more information, see No-Token Bypass.

e Mi-Token makes use of the groups and priorities in Figure 137 by working up the list
from the bottom and attempting to match the connecting user with a group, ignoring
entries that are set Mi-Token Auth.

The first group tried will be the pseudo-group Default, which will always result in a
match unless Default is set No-Token Bypass. The second group tried will be the No
Tokens Assigned pseudo-group, and this will be followed by any groups you have set
up, such as the group in the example dialog box, Special projects team.

e When the comparison process is complete, it applies the setting, Always Allow or
Always Deny, indicated by the last match.

e If there is no match, access is determined by the other system settings — see To create or
edit a connection request policy.

In the case of the example dialog box shown in Figure 137, suppose a member of the Special
projects team group tries to connect. Providing that user has no tokens, he or she will match
two of the groups shown, namely Special projects team and No Tokens Assigned. (The
Default group is ignored because of the setting Mi-Token Auth.) The outcome is that
Mi-Token applies the last match working upwards, that is, Special projects team, and it will
allow access.
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/®  Toaddagroup

e C(lick Add. A dialog box opens to allow you to search for AD objects to add.
/®  Toremove a group

e Select a group and click Remove.
/®  To change an authentication mode in Group Settings

e Use the drop-down to select Always Allow, Always Deny or Mi-Token Auth.

Usage note: Recall that if a group has its Authentication Mode set to Mi-Token Auth, that
group does not participate in the authentication process. Using this Authentication Mode, you
can set up groups which may have no immediate significance but will be needed in the future:
assign them as Mi-Token Auth and Mi-token will ignore them.

12.8 Rate Limiting tab

This function allows you to place limits on the frequency with which a user may attempt to log
in unsuccessfully. The function only operates if you set Rate Limiting in the Ul Helper —see
Rate Limiting enable and disable.

1. Open Active Directory Users and Computers.
2. Right-click the Tokens node found in the tree in the left pane and select Properties.

3. Click the Rate Limiting tab.

Tokens (win-cs35ovtvien mi-docs ocal 50001 Properties =

Figure 138. Rate Limiting tab

For each row, Time Unit (Seconds, Minutes, Hours, Days or Weeks) applies to Time Span and
Lockout Span. In the top row of Figure 138 for example, the Time Span is 5 minutes and the
Lockout Span is 15 minutes. If a user attempts 10 unsuccessful authentications in 5 minutes, he
or she is locked out for 15 minutes. Each row applies in turn.

The Action may be set to Temporary or Permanent. If it is Permanent, this overrides the Time
Span, being a permanent lockout of that user.

/®  To add or remove a row on the Rate Limiting tab
e C(lick Add or Remove.

12.9 Instance Set tab

Reserved for future use.

12.10 Proxy Settings tab

Mi-Token can be configured to forward failed requests (Legacy two-factor authentication
system requests) to another RADIUS Server. This feature is for easy migration from other two-
factor authentication systems.
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B

12.11

To configure proxy RADIUS server support:

1.
2.
3.

Open Active Directory Users and Computers.
Right-click the Tokens node found in the tree in the left pane and select Properties.

Select the Proxy Settings tab. Click Add and Check the Enabled box.

= Active Directory Users and Computers I;IilLl

File Action View Help

| General | Installationinfo | Secury Roles | Security Permi | Domain Settings | APICiients | Miscell |
| APisetings | Ratelimtng | instanceSet |  TwoPhase |  Proxy Settings RADIUS Atributes
| server Address Port Shared Secret  Enabled Test Origin IP |

Test 192.1680.2

Move Up | [ Move Down [ Remove |

[ok [ cancel J[ wv |

Figure 139. Configure proxy RADIUS server

Enter the Server Address (that is, IP address), Port and Shared Secret of the RADIUS
server you wish to forward to.

You can test this server using the built-in Mi-Token RADIUS Tester. Launch RADIUS
Tester either by pressing the Windows logo key or from its exe in the default location:
C:\Program Files\Mi-Token\RADIUS Tester. See Testing RADIUS server
installation and configuration.

Click OK.

RADIUS Attributes tab

Open Active Directory Users and Computers.
Right-click the Tokens node found in the tree in the left pane and select Properties.

Click the RADIUS Attributes tab.

| General I |nstallation |nfo I Security Roles I Security Permizsions I Domain Settings I AP Clients I Miscellaneous |
Desktoplogin | RateLiming |  InstanceSet |  TwoPhase |  FrowSettings | RADIUS Attibutes

RADIUS Attribute Condition Content

‘ (1] || Cancel H Apply

Figure 140. RADIUS attributes tab
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For details, consult RADIUS documentation.
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13

Mi-Token Ul Helper

The Ul Helper offers such facilities as
e No-Token Bypass
e Required Windows group
e Rate Limiting

Some of the features are described in the installation procedures under Configuring the
primary server.

To access the Ul Helper

1. Launch Administration Ul Quick-Start and select the RADIUS plug-in
management tab. (See Figure 20.)

2. Click Launch.

13.1 Required Windows group
/B  To setaWindows group
1. Launch Administration Ul Quick-Start and select the RADIUS plug-in
management tab. Click Launch. This launches the Ul Helper.
= Mi-Token Ul Helper - [Console Root\Mi-Token (Local}\Connection Request Policies] == -
@ File Action  View Windew Help x

= nmE 2

~ Console Root

4 @ Mi-Token (Local)
Connection Request Policies
@ Status

b €5 NPS (Local)

Mi-Token enabled  Required Windows graup  SMS enabled  Mo-Token Bypass  Rate Limiting

no na

Actions

Disable Mi-Token
Require users to be in a group...

Enable SMS authentication

Palicies

ere

Accept users with ne tokens assigned

Enable rate limiting

Help

Use Windows authentication for all us.. «
Disable Mi-Token
Require users to be in 2 group...
Enable SMS authentication

Accept users with no tokens assigned

Enable rate limiting v

Figure 141. Ul Helper showing a connection request policy

2. In the left pane, navigate to Mi-Tokens (local) > Connection Request Policies.
Notice the Required Windows group column.

CONNECTION REQUEST POLICIES IN MI-TOKEN AND NPS

Recall the relationship of the Mi-Token plugin to the NPS, as depicted in, for example, Figure 3.
Both components, Mi-Token and NPS, have their own set of Connection Request Policies. Both
sets of policies are accessible from the Ul Helper (and NPS’s policies are also accessible from
NPS’s own user interface).

This can result in confusion, particularly with respect to groups, because groups can be set in
both components.

When a user attempts to connect, NPS first interrogates the Mi-Token plugin. If the plugin

denies access, the user does not connect. If the plugin allows access, NPS applies its own
criteria.
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13.2 No-Token Bypass

If No-Token Bypass is set, users who do not have any tokens will be permitted to
authenticate. This overrides group settings — see Group Settings.

This setting would typically be used when an organization is deploying tokens for the first time.
There can be a degree of confusion and non-compliance among the user community and you
could set this option during a transition period.

/®  To set No-Token Bypass

1.

Launch Administration Ul Quick-Start and select the RADIUS plug-in
management tab. Click Launch. This launches the Ul Helper.

In the left pane, navigate to Mi-Tokens (local) > Connection Request Policies.
Notice the No-Token Bypass column.

In the left pane, right-click on the policy concerned.

In the drop-down, select Accept (or Reject) users with no tokens assigned.

13.3 Rate Limiting enable and disable

If Rate Limiting is set, the rate limiting feature is active — see Rate Limiting tab.

/®  To set Rate Limiting

1.

Launch Administration Ul Quick-Start and select the RADIUS plug-in
management tab. Click Launch. This launches the Ul Helper — see Figure 141.

In the left pane, navigate to Mi-Tokens (local) > Connection Request Policies.
Notice the Rate Limiting column.

In the left pane, right-click on the policy concerned.

In the drop-down, select Enable (or Disable) rate limiting.
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14 Troubleshooting

This troubleshooting guide contains several suggestions for helping administrators overcome
installation or operating issues regarding the implementation of Mi-Token Enterprise Edition.

@ Mi-Token Inc. does not provide direct support for the variety of SSL VPN devices with which our
customers typically integrate Mi-Token. However we can provide general support for configuring a
RADIUS protocol/client.

Additional support can be provided by Mi-Token upon request and may be subject to
additional fees.

Upon ordering of Mi-Token Enterprise Edition, you will be issued with an installation
certificate, which may be requested during any support call regarding Mi-Token.

14.1 General troubleshooting hints

Common issues which may prevent the successful installation or management of Mi-Token
include:

The system prerequisites set out in this administration guide have not been met.

The account used to install the software does not have the required domain
permissions.

Firewall permissions are incorrectly set.

The RADIUS shared secrets on the plugin and SSL VPN device (or other authentication
end-point) do not match.

NPS has been incorrectly configured.
IIS is not installed or is not up-to-date.

For soft-tokens, authentication wasn’t correctly configured in 1IS for the Mi-Token
Intranet Provisioning Website.

For Mi-Token Reporting, no database is installed, or the database is incorrectly
configured.

For soft-token deployment, SMTP settings and permissions are not correctly set.

The relevant Mi-Token license has been incorrectly imported, not imported at all, or has
expired.

Particularly if you have recently upgraded your system, check that the various
components have the same version and build numbers.

Please check these before issuing a support request.

14.2 Troubleshooting user authentication

General troubleshooting suggestions:

The Windows Event log is a very useful tool. Please check both the Mi-Token
(Authentication) and the System logs to identify errors with user authentication.

Check Mi-Token Reporting for any authentication errors.
Ensure that PAP is enabled in the NPS policy.

Ensure that the RADIUS shared secrets on the NPS server and the remote-access device
are the same.
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e Ensure that the user has remote-access permissions (Active Directory user
properties > Dial-in tab > Allow access), or that NPS is configured to grant access
regardless of said permissions.

e If authentication is successful with the Mi-Token RADIUS PAP testing tool but not with
your remote access appliance check that the device supports long passwords and/or
shared secrets as some appliances are known to truncate passwords/secondary
passwords and/or shared secrets which will cause authentication to fail.

Symptom: Event ID 33 — A token has been assigned to a same user and the token app has been
successfully installed on the user’s mobile device, but the token authentication fails locally,
with a message in the event viewer stating that the concerned user has no 2FA tokens.

This can happen if two RADIUS servers are installed, both configured as primary. Reconfigure (with
reinstallation as necessary) so that one is the primary and the other is a replica server.

Symptom: Tokens are available on all servers but during the process of assigning a token to a
user, the user mobile issues a message stating that the instance is not yet registered on
mobile.mi-token.com.

Your Key encryption Key could be corrupt. Please get in touch with Mi-Token.

Symptom: The authentication process does not appear to recognize the connecting user’s
group membership.

Check that there is no conflict between the group memberships as defined in NPS and in the
Mi-Token plugin. Refer to Connection Request Policies in Mi-Token and NPS.

14.3 Troubleshooting RADIUS plugin failure

General troubleshooting suggestions:
e Check that the RADIUS client’s IP address and shared secret are correctly configured.
e Be aware of DNS names resolving to unexpected IPv6 or IPv4 addresses.

e Check that the Mi-Token AD LDS service has started. e.g. Windows Start >
Administrative Tools > Services.

e Check that NPS services have started.

e Check the Mi-Token RADIUS snap-in extension’s status node for plugin heartbeats within
NPS.

e Check the event log (Application, System, and Mi-Token) for errors.

e Rundsdbutil.exe to list instances to obtain the LDAP port used by the Mi-Token
AD LDS instance. Connect to that port via the Microsoft Support Tool 1dp. exe, and
verify that it’s working as expected.

e Ensure that the RADIUS plugin’s registry entries contain references to the correct AD LDS
port.

e Check firewall permissions if there are intervening firewalls between the Mi-Token
Enterprise Edition server and the remote access device or between the Mi-Token
Enterprise Edition server and any referenced domain controllers.

14.4 Troubleshooting replication

If you have difficulty with replication, we suggest you run the following commands.

(Suppose that the names of the two servers are DCO1 and DC02.)
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On server DCO1...

ping DCO2.test.local

dcdiag /s:localhost:5000

dcdiag /s:DCO2.test.local:5000

dcdiag /s:DCO2.test.local

repadmin /bind /s:DCO2.test.local:5000

On server DCO2...

ping DCOl.test.local

dcdiag /s:localhost:5000

dcdiag /s:DCOl.test.local:5000

dcdiag /s:DCO1.test.local

repadmin /bind /s:DCO1.test.local:5000

This should indicate whether the issue is at the networking level.

14.5 Troubleshooting missing audit logs
General troubleshooting suggestions:

e Restart the Mi-Token AD LDS service and check its event log to ensure has the privileges
required to generate audits. If it is lacking those privileges, give the Generate Audit Logs
privilege to the appropriate service account.

e Ensure that Directory Access audit event logs are appearing in the Security event log.

e Ensure that the Mi-Token Audit Helper service is running.

e Ensure that the Mi-Token Audit Helper service is placing processed security event logs
into the Mi-Token event log.

e If you have recently changed the audit policies, make sure that you have updated with
gpupdate.

14.6 Troubleshooting the Mi-Token Intranet Provisioning Website
Installing the Mi-Token Intranet Provisioning Website
Symptom: The installer exits immediately with the following message:
INSTALLATION INCOMPLETE
A: The installer was interrupted before the Mi-Token Intranet Provisioning Website could be
installed.
This problem is related specifically to Windows Server 2008 and 2012 and IS 7.
The IIS 6 Management Compatibility component must be installed for the installation to be
successful. You can install it via server manager in the role services section of IIS. Then restart
the installer and try again.
Symptom: When browsing to the website you receive a warning:
ERROR LOADING ENCRYPTION KEY FROM ADAM/LDS DATABASE
The website will instruct you to run a command in an elevated command window. If you run
the command you receive another error message:
RUNNING WEB APPLICATIONS RUNNING UNDER AN APPLICATIONPOOLIDENTITY ACCOUNT
(DEFAULT IN IIS 7.5) IS NOT YET SUPPORTED.

A: You will have to switch the identity that the application pool is running under. If you are having

this issue, it will be ApplicationPoolldentity. We recommend changing it to NetworkService.
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Once this is done you will have to refresh the website as it will provide you with a different
command to run.

Running the Mi-Token Intranet Provisioning Website

General troubleshooting suggestions:
e Ensure you have the ASP.NET IIS role service component installed.

e Ensure you have installed either the Windows Authentication or Digest Authentication
IIS role service components.

e The website must be able to serve static content, ensure the Static Content IIS role
service component is installed.

e The server’s time must be correct for you to successfully set up and authenticate soft
tokens. You can view the server’s current time (in the GMT time zone) by viewing the
Mi-Token NPS MMC snap-in. You'll find this snap-in under the NPS management admin
tool. The server's GMT time can be found with a Google search for the current GMT, or
by reference to a website such as www.timeanddate.com.

14.7 FAQs

Q: Is there a cost associated with the replica server capability?

A: When an authentication server (NPS with Mi-Token RADIUS plugin or API Server) is installed, it
needs an AD LDS instance, either the primary or a replica (the installers provide the option to
designate an instance as a primary or a replica). Typically the first to be installed becomes the
primary in the given Active Directory domain, while subsequent installations become replicas. The
replica(s) and the primary instance exchange data using Microsoft AD LDS replication technology,
and there is no extra cost attached to this functionality. Further details are available from this link:
http://technet.microsoft.com/en-au/library/cc770465.aspx and in this manual under
Installing a replica authentication server.

Having multiple AD LDS instances makes for scalability (provided a load-balancing solution
utilizing several Microsoft NPS or Mi-Token API servers is in place) and also contributes to reliable
data storage with the Mi-Token database distributed between several automatically replicating
locations.

Q: Mi-Token has its own AD LDS as a directory instance to store all token related information.
Does Mi-Token use the existing enterprise AD to store all token related information? What will
be the impact to the existing enterprise AD if it is allowed?

A: No. Mi-Token always uses AD LDS.
Q: Can Mi-Token be installed on shared servers with other applications? What should be
considered when using Mi-Token on shared servers?
A: Yes it does, but please consider making sure the Mi-Token data is kept extremely secure. For
example, we would not recommend installing Mi-Token on a terminal server to which general
users have access.
Q: Can Mi-Token be installed on a member server of a domain?

A: Yes. Mi-Token can be installed on a member server of a domain.

Q: Does Mi-Token work on both VM and traditional standalone server hardware?
A: Yes.

Q: Which server will be used to host the soft-token software for mobile phones to download?

A: the soft-token software and user provisioning page is hosted on an IIS server. However, Mi-
Token can also provide a hosted server for soft-token provision.
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Q: Does this server need to be in Demilitarized Zone (DMZ)?

A: Yes it does, and it needs an SSL certificate.

Q: Does the soft-token server need to be a member server of the AD domain supporting Mi-
Token or can it be a standalone server?

A: It can/should be standalone. This will help maintain the integrity of the solution.

Q: Is the soft-token provisioning server, which provides the users with the soft-token
provisioning page, a domain server on the internal network?

A: Yes.

Q: Is there any relationship of the standalone DMZ server (hosted by Mi-Token) that stores the
software for cell phones to download and the Mi-Token Intranet Provisioning Website?
A: Yes, there is a relationship between the two. Both servers shared a cryptographic secret (the

KEK) but do not communicate directly at all. The KEK is used to encrypt the URL that users go to on
their mobile phones.

Q: How is a specific URL for a specific user to download the software established on the DMZ
server? Is this URL one-time URL?
A: This URL is generated by the internal server by encrypting the token secret using the KEK. The

URL is indeed one-time and also has a time window for the user to activate the token (the internal
server also embeds the current time into the URL).

Q: Are the policies and configuration of connections for RADIUS clients centrally stored or do
you need to configure them individually on each Mi-Token server?
A: The RADIUS client configurations are stored within NPS, which (unlike AD) doesn't store

configurations centrally. However, NPS does allow import/exports of its configurations. This makes
setting up of multiple Mi-Token servers the correct connection request policies quite easy.

Q: Does Mi-Token use RADIUS accounting, or will all user access logs depend on NPS logs?

A: Mi-Token can use RADIUS accounting, because NPS supports RADIUS accounting. Mi-Token also
has its own logs in addition to the NPS user access logs.

Q: If a RADIUS client does not have the third login field for the OTP or cannot use separate
authentication servers for token and uid/password authentication, will you have to use the
same AD for Mi-Token and uid/password authentication?

A: Yes, although optionally Mi-Token can have its own static PIN so you won't have to use the AD
password.

Q: If Mi-Token is installed on an existing NPS server that is currently supporting one-factor user
authentication (uid/password), does it require all existing NPS RADIUS clients to immediately
use two-factor authentication or is there a migration configuration?

A: Mi-Token once installed is initially disabled, and won't disrupt your existing NPS RADIUS clients.

To enable Mi-Token you will need to create a new connection request policy, and enable Mi-Token
for that policy.

Q: Is it possible to restrict the user group that an administrator can view and assign tokens to?

A: Yes, but only if the user group in question is a domain. If it is necessary to have different groups
in the one domain, containers may provide a solution, at least for hard tokens, by delegating
privileges to separate administrators for each group. However, the domain administrator will still
have access to all tokens.

14.8 Additional support
For additional support, please contact support@mi-token.com
You may be asked to quote your customer reference number found on your Mi-Token
installation certificate.
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15 Installation checklists

If convenient, you can print this list and check off the items as they are done.

15.1 Information to be collected

e Mi-Token Reporting to be deployed?
e Mi-Token Intranet Provisioning Website to be installed?

e SMTP server needed?

If so, note the parameters

e SMS gateway needed?

If so, note the parameters

e Planning (Administrative and infrastructure requirements).
e Instance name
e LDAP port (default 5000)
e SSL port (default 5001)
e AD LDS database administrator individual or group name.

e Planning for RADIUS (see step 5, page 37). Each client requires a friendly
name, address and shared secret

e Firewall configuration considerations

e RADIUS authentication (UDP 1812)

e Between management PCs and RADIUS servers:
e AD LDS LDAP ports (TCP 5000 by default)

e Between replicating RADIUS servers:
e AD LDS LDAP ports (TCP 5000 by default)
e RPC endpoint mapper (TCP 135)
e A set of replication ports (2 configurable ports, TCP)

e End-user device allows entry of two passwords or only one?

Req’d

Done
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15.2 Required facilities

Req’d|Done
e Windows 2012 (64-bit) with Network Policy Server X
e Active Directory and Active Directory Lightweight Directory Services X
correctly installed and configured.
e Domain Name Services correctly installed and configured. X
e Suitable version of Internet Information Server available X
e Firewall rule-set configurations planned, implemented and tested. Referto | X
Ports and protocols table.
e SQL Server 2005, 2008 or 2008 R2 X

15.3 Activities

These are the activities involved in installing Mi-Token Enterprise Edition once all the
prerequisites are installed on the target server.

This list, and the manual as a whole, set out the steps in a convenient order but in fact the
order is very flexible.

Req’d|Done
e Mi-Token software downloaded and extracted X
Components to be installed
e Primary RADIUS server installed (required unless authentication is via API) X
e Primary RADIUS server tested X
e Ulinstalled X

e Mi-Token Intranet Provisioning Website installed — optional

e APl server installed

e AD Federation Services installed

e Mi-Token Reporting installed

e Replica server or servers installed

e Replica server or servers tested
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16 Upgrading

Mi-Token recommends you keep your Mi-Token software up to date, including AD LDS, and
keeping in mind that the AD LDS schema changes from time to time. In broad outline, the
upgrade procedure is

Back up AD LDS first.

Ensure that either the RADIUS installer or the APl installer is the first installer to be run.
These installers are the ones which upgrade the AD LDS schema.

Run the rest of the installers.

More detailed upgrade notes will be provided.

16.1 Updating the Mi-Token RADIUS plugin and AD LDS database

It is recommended that when updating the RADIUS plugin you update the replica server first, if
you have a replica server.

/®  To upgrade the Mi-Token RADIUS plugin

1.

2
3.
4

Make sure you are logged into the server with a Domain Administrator account.
Run the Mi-Token RADIUS plugin installer. This starts a wizard.
Progress through the wizard, allowing all components to be installed.

The wizard will bring up the option of either creating a new AD LDS instance or using an
existing one (if present). Select the existing instance — it should be selected by default if
found. The installer will start to upgrade AD LDS instance. Make sure a Global Catalog
Server is contactable otherwise the upgrade will fail.

The installer will start to upgrade the instance by loading the new schema and updating
the data. The AD LDS configuration wizard will be completed.

You will be returned to the RADIUS installer, it will stop and start NPS. RADIUS plugin
upgrade is complete.

@

ADAM/LDS Instance

Instance selection

() Create a new Mi-Token instance on this server = | O X
(O Create a replica of an existing Mi-Token instance on this server o k e n
@® Install into an existing local instance:
i-Token {port 5000 '
o |[heds
Cancel

Figure 142. Upgrade RADIUS plugin

Continue reading if you have a replica server, otherwise the RADIUS Plugin upgrade is
complete.
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At this stage you should have a fully upgraded Mi-Token replica server, it is important at
this stage to confirm that it is working.

Log on to your primary Mi-Token server, go to services (services.msc). Stop the NPS
service.

Log on to your VPN or other remote access device. The authentication request will be
sent to the newly upgraded replica server.

Confirm that the authentication was successful via the device and the event viewer logs
on the replica machine.

If the authentication was successful, complete steps 1 to 6 (under To upgrade the Mi-
Token RADIUS plugin) for your primary Mi-Token server. You should have two
completely upgraded Mi-Token servers at this stage.

To upgrade Mi-Token (Active Directory Ul)

Run the Mi-Token Active Directory Ul installer.

There are no configuration options; the installer will upgrade the Active Directory UL.
Upgrade is complete.
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17 About Mi-Token

Mi-Token was originally designed specifically for two-factor authentication use within the
banking industry.

Since then, Mi-Token has established itself as an independent product, and now has more than
a million end-users across leading banks and enterprises.

Based in the US and Australia, Mi-Token is focused on creating innovative solutions that deliver
the world’s best security in the most efficient fashion possible.

Mi-Token is rapidly expanding, with an increasing presence in the international market.
Mi-Token is a proud OATH member.

For more information about Mi-Token, please contact sales@mi-token.com

Contact information

USA (Head-Office):

Mi-Token Inc., 13812 Research Boulevard Suite B-1 Austin TX 78750, United States
US Phone: +1 (512) 992-0158

APAC (Research and Development):

Mi-Token Pty. Ltd., Level 1, 27 Atchison Street St Leonards, NSW 2065, Australia.
APAC Phone: +61 (02) 9002 5562

For all other regions or general enquiries, please direct your email to sales@mi-token.com
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