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1. Documentation
1.1. Version Control

	#ID
	Owner

	1.00
	Shane Kuhlmann

	1.01
	Benjamin Vance


1.2. Document Definitions & Acronyms.
	Acronym/Term /Notation
	Description

	
	

	
	


1.3. Purpose Summary

The purpose of the following document is to provide the configuration steps for Microsoft’s TMG to function properly with Mi-Token.

1.4. File Description

	File Name
	Description

	
	

	
	


2. Normal Configuration 

1. Open TMG, then navigate to the Firewall policy section. Select the policy that you are currently using for OWA. This can be set up using the Microsoft standard configuration as per http://technet.microsoft.com/en-us/library/cc984472.aspx
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2. Double click on the relevant policy or right click and select properties. Select the listener tab and click on properties.
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3. Click on the Authentication tab. Select “HTML Form Authentication” and put a checkmark in “Collect Additional Delegation Credentials in the Form.” In the Authentication Validation Section choose Radius OTP.
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4. Select Configure Validation Servers. Select the Radius Servers tab.
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5. Select the policy and click edit or create a new policy. Here, the IP address of the Mi-Token server/s can be set up, as well as the relevant shared secrets.
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3. Uninstalling
If you wish to cease utilizing two-factor authentication with OWA and TMG, you merely need to untick the “Collect additional delegation credentials in this form” box in the Authentication tab in the Listener dialog.
4. Advanced Options

4.1.  Customize the login page.

4.1.1. Go to the default directory, as shown below. You will need to create a duplicate of the Exchange folder, as seen below.
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4.1.2. The file you will want to edit will be usr_pwd_pcode.html
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4.1.3. Once you have finished editing this file, go back to the firewall policy properties and click on the application settings. Place a checkmark in Use Customized HTML forms instead of the default. Type in the folder name you created in the custom HTML form set directory field.
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